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PEFMAMEHT OKA3AHUA YCNYT

1. OBJIACTb NPUMHEHUA
HacTtoswun PernameHT onpegensieT nopsagok okasaHuss Onepatopom AGOHEHTY Ycnyr, nopsgok
ncnonb3oBaHusa Ycnyr AGOHEHTOM, NMOPAAOK B3auMoaencTeua mexay OnepatopoM n ADOHEHTOM,
a Takke MHble BOMPOCHI, ABHO HE OroBOpeHHble B [loroBope 00 okaszaHwn ycnyr LIOL (oanee -
Horosop).
Mepe4veHb Ycnyr, okasbiBaeMbix OnepaTopom no [JoroBopy, HO He OrpaHNYMBasiChb:
e pa3smelleHune cepepHoro obopyaosaHus (Colocation);
apeHfa cepsepHoro obopynosaHus (Dedicated);
apeHpa yctpownctea IP-KBM-[ocTyna;
MOHWUTOPUHI COCTOSAHMS 000PYA0OBaHWS 1 CEPBUCOB;
apeHaa nporpammMmHoro obecneyeHus Microsoft.
xpaHeHue 3UM n ycnyra “YaaneHHble pyku”.
OnepaTop okasbiBaeT AOOHEHTY Ycnyru, onpegeneHHble [JoroBopomM, ¢ y4eTom OCOBEHHOCTEWN,
YCTaHOBMEHHbIX HacToAWwum PermameHToMm.
AGoHeHT n Onepartop UMelT B3auMMHble MpaBa U 00s3aTenbCTBa, OrOBOPEHHble [JOroBOpoM u
HacToawmm PernmameHTom.

2. TEPMUHOINOIruns
"OnepaTop" - O6LLECTBO C OrpaHUYEHHON OTBETCTBEHHOCTLIO "Cuctema-Cepsuc”.
"Yenyrn" - ycnyrm v HepaspblBHO CBA3aHHble C HUMW OOMNOSHUTENbHbIE YCyrk, OKasblBaeMble
OnepaTtopom ABoHeHTy no [JoroBopy. ABOHEHT caMOCTOSATENbHO 3akasbiBaeT cebe Habop ycnyr
OnepaTtopa nyTtem peructpauum Ha Cante Onepatopa W BbINOMIHEHUST COOTBETCTBYHOLLUX
WHCTPYKLUUIA, pas3MelleHHbIX Ha ykasaHHom Cawnte Onepatopa. Kpome Toro, ADOHEHT umeeT
BO3MOXXHOCTb OCYLLIECTBUTb 3aKka3 YCrnyr no Tenegony.

"DNS-cepBep"” - cepBep [OOMEHHbIX WMEH, CcoOAepXalun KOHUrypauuoHHble dansbl
3aperncTpMpoBaHHOMO JOMEHA.
"Colocation" — ycnyra, coctoswas B pasmeweHun OnepatopoMm obopyaoBaHus ABOHeHTa Ha

CBOEW TeppuTOpMM B AaTtaueHTpe. B coctaB AaHHOM ycnyrn Takke BXOOUT:

e OpraHusauus yaaneHHoro goctyna k o6opyaoBaHuio;

e pe3epBHOE 3MEKTPONUTaHKE;

e obecrnevyeHne KIMMaTU4eCKOro pexmma;

e (puanueckas oxpaHa 4aCTHbIM OXPaHHbIM NPEANPUATUEM;

e MpocTewnne ycnyru no obecnyxmeaHuio obopynoBaHus (nepesarpyanTs, BCTaBUTb ANCK U T. 1.).
"OononHutenbHble ycnyru ans Colocation" - ycnyra “YpaneHHsle Pykn”, ApeHga ycTtponcTsa
IP-KBM poctyna, 3awwuta wuHdopmaumm w gpyrme ycrnyrm, ykasaHHble OnepaTtopoMm Ha
COOTBETCTBYIOLMX cTpaHuuax Canta OnepaTopa.

“ObopymoBaHue” - annapatHoe obecnevyeHne A6oHeHTa wnm AnnapatHoe obecneyeHune
OnepaTopa, k KoTopoMy Y ADOHEHTa eCTb AOCTYN B pamMKkax YCnyr okasbiBaembix OnepaTtopom Ha
OCHOoBaHun HacToswero [lorosopa n PernameHTa.

"OaTaueHTp" - nomelleHns OnepaTtopa, npegHasHayYeHHble 1 060pPYyAOBaHHbIE AN pa3MeLLEeHs
CEPBEPHOro, TENEKOMMYHMKALIMOHHOIO, @ Takke AOMNOfHMTENbHOro MnuM mHoro O6opyanoBaHus B
uensax okaszaHua Onepatopom Ycenyr no [Jorosopy.

"YctaHoBka O6GopypoBaHusa" - (YcTaHoBka) - BbinonHeHne OnepatopoM paboT Mo MOHTaxy
O06opynoBaHuss Ha MeCTO €ero pasmelleHus B paTaueHTpe, kommyTtauum O6opynoBaHusi B
nokaneHyto cetb OnepaTopa, NOAKMHYEHUIO NEKTPONMUTAHMS.

"PasmeweHne O6GopynoBaHusa" - (PasmelleHue) - npepocrtaBneHve OnepaTtopom mecTa Ans
dmsmdeckoro pasmelleHns OGopyaoBaHus B AdaTaueHTpe, a Tawke TexHuyeckas noaaepkka
pa3meltaemoro O6opynoBaHus.

"TexHuuyeckaa nopgpepxka ycnyr Colocation” - TexHuyeckue meponpustus Onepatopa no
obecrneveHnto 6ecnepeboNHOrO  3MEKTPONUTaAHUA, KOHTPOS0  COBMIOAEHUS  KMMMaTUYECKUX
napameTpoB B JaTaueHTpe, obecneyvyeHuto CeTeBOW CBSA3HOCTU NokanbHon ceTun Onepatopa C
ceTblo VIHTEpHET, a Takke BbINOSIHEHWE 3asBOK ABGOHeHTa Ha nepesarpy3ky O6opygoBaHus u
BbINOSHEHWE NPOCTLIX OMNepaunii C MOAKMIOYEHNEM KOHCOMM, YKasaHHbIX AGOHEHTOM.
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"Dedicated" - ycnyra xoctmHra no apeHge ABoHeHTOM BblgeneHHoro cepsepa Onepatopa,
pasMeLleHHOro B faTaueHTpe C rapaHTMPOBaHHbIM 3MIEKTPOMUTAHMEM W OOMNONHUTENBHBIMM
ycnyramu.

"AQMUHUCTpauua, AgMUHUCTpaTop” - ynpaensawowmi nepcoHan OnepaTtopa, BbICTyNawLWmA OT
€ro MMeHU N HagenNeHHbI COOTBETCTBYIOLLMMMW NOTHOMOYMSIMU.

"AGOHeHT" - nuuo, 3akntoumBllee [oroBop (ero npeacraBuTenb, paboTHMK) M NoTpebnstouee
Ycnyrun Onepatopa.

"CepBUCbI" - TEXHNYECKME U NPOrpaMMHbIe KOMMNEKChl YCNyr, TakMe Kak 3neKkTpoHHasa noyra, http-
cepBep u T.M.

"TexHnyeckasn nopaepxka" - TexHudeckne meponpuatTua OnepaTtopa no obecneyeHuo
YHKUMOHNPOBaHUSA 3asiBneHHbIX B [loroBope CepBMCOB, CBOEBPEMEHHOE MpefocTaBreHne
ABGOHEHTY MHdopMaLmMKn, HeobxoaMMOW Anst HOPMarbHOro (PYHKLMOHMPOBAHMS TaKUX CEPBUCOB.
"Cnyx6a TexHU4Yeckon nopnepxku" - TexHmyeckun nepcoHan Onepartopa, OCYLLECTBASOLLMMA
TexHUYecKyo NoaaepXKy 1 /mnu TexHUYecKyto NoaaepxKy yCnyr.

"MaHenb ynpaBneHua" - Beb wuHTepdelic, npepoctaBneHHbin OnepatopoM AOOHEHTY Ans
yOaneHHoro ynpaseneHus ycryraMmm, MOHUTOPUHIA UCTOSb3yeMbIX CEPBUCOB, YCIYr U T.M.
"IP-apgpec" - agpec ycTpowncTtea B ceTu VIHTepHeT unu cetn Oneparopa.

"MO" - nporpammMHoe obecneyveHme.

"Tpacuk" - 06bEM NHGPOpMaL MK, NepeaaBaeMon Nno ceTu.

"OC" - onepaunoHHas cuctema.

"IlInyHbin  KabuHeT" - BebG-uHTepderic, npepocTaBneHHbIn OnepatopoMm ABGOHEHTY Ans
yAaneHHoro ynpasfeHust ycrnyramm nocpeacTBOM CeTU VIHTepHeT, MOHMTOpPMHIa WUCMNOfb3yeMblX
CEpPBUCOB, YCNyr 1 T. A4, pacnonaratwuincsa Ha Cante Onepartopa.

"InueBon cuet" - cueT, npegocTtaBneHHbln AGoHeHTy OnepaTopoM B pacyeTHOW cucTeme
OnepaTopa ucnonb3yembln Ana dukcauun s3ammopacHeToB mMexay OnepaTopom u ABOHEHTOM
nocpenctesom JluyHoro kabuHeTa.

"DDoS artaka" - u3bbiTOuHasi, pacnpefenieHHasl, ceTeBas akTMBHOCTb HamnpaBfieHHasi NPOTUB
aTakyeMoro pecypca C Lienbio CHU3UTb U/ NOMHOCTLIO NPEeKpaTUTb ero 4OCTYMHOCTb.
"KoHdwmaeHumanbHas mHdopmauma” - Bca MHGopmauusa, He sBnswasca oblienocTyrnHon,
npepoctasnsemas ogHon CtopoHon papyron CTOpoHe B CBSI3W C MWCMOSNIHEHMEM HACTOSALLEro
[oroBopa, 3a UCKIoYeHNEM Ton nHGOpMaL MK, KOTopyto CTOPOHbI COBMECTHO OMNpeaenstoT Kak He
KOH(pnaeHUManbHyo 1 KoTopas He aBnseTcs KoHUAEeHUNansHoON B COOTBETCTBUN C AENCTBYIOLLMM
3akoHogaTenbcTBoM P®.

"3UMN" - 3anacHble YacTn, UHCTPYMEHTLI U NpUHaANexXHocTn, obopynosaHne ABOHeEHTa BpEMEHHO
XpaHumble AGoHeHTOM Yy Onepatopa, npegHa3Ha4yeHHoe A1 onepaTMBHOM UMK NaHOBOW 3aMeHbI,
OOYKOMNMNIIEKTOBaHUS, MOAEPHM3aLun U MHbIX gencteuin ¢ OGopyaoBaHWEM, pa3meLLeHHbIM Ha
TexHonoruyeckon nnowaake OnepaTtopa.

3. PETUCTPALUUSA ABOHEHTA B YYETHOW CUCTEME OMNEPATOPA
Bce cBeneHus, npegoctaBneHHble AGOHEHTOM npu perncTpauumn B yyeTHon cucteme OnepaTopa,
[OMMKHbI BbITb OCTOBEPHLIMU. B cnyyae npegoctaBneHnss AGOHEHTOM HEJOCTOBEPHbLIX CBEAEHUN,
OnepaTop BnNpaBe NPUOCTAHOBUTL OKa3aHwe ABOHeHTYy Ycnyr Ao nonydeHus ot ABoHeHTa
[OCTOBEPHOW MHpopMaunn.
OnepaTop, B criyyae BO3HUKHOBEHUSI COMHEHU B JOCTOBEPHOCTM MPeAoCTaBeHHbIX ADOHEHTOM
[OaHHbIX NpKU ero perncrpaumm B y4eTHom cucteme OnepaTopa, Bnpase notpeboBatb oT AGOHEHTa
[OMNONHUTENBHBIX CBeAEeHU U (Mnn) noTpeboBaTtb noaTBepxaeHMs ABOHEHTOM NpenoCTaBMEHHbIX
cBefeHun. CooTBETCTBYHOLWMI 3anpoc Hanpaensetca OnepaTtopoM MO SfIEKTPOHHOW Mo4yTe Ha
KOHTaKTHbIN agpec ABOHeHTa, ykasaHHbIN B [loroBope n/mnmn ydetHom cucteme Onepartopa.
B cnyuyasx He npepoctaBneHuss AboHeHTOM OnepaTtopy AOMOMHUTENbHbIX CBEAEHUWA W/Unu He
noarsepxaeHns AGOHEHTOM paHee npegocTaBneHHbIXx Onepatopy cBegeHun B TedeHue 10
(oecatn) kaneHaapHbIX AHEN ¢ MOMeHTa HanpasneHus OnepaTtopom nepsoro 3anpoca, OnepaTop
BrNpaBe NpMOCTaHOBUTb okasaHue Ycnyr AGOHEHTY.
Mpn pernctpaumm B ydeTHOM cucteme Onepatopa AOGOHEHT nonyyYyaeT WHAMBUAYAMNbHbLIN
aAMWHUCTPATMBHBIA Naposib M JIOMMH, CaMOCTOATENbHO obecneynmBaeT uUX KOHMOUAEHUMANbHOCTb,
HeceT OTBETCTBEHHOCTb 3a BCE AENCTBUS, NPON3BEAEHHbIE C UCMONTb30BAHUEM JTOTMHA 1 Mapons.
ABGOHEHT MONHOCTBI OTBETCTBEHEH 3@ COXPAHHOCTb CBOMX YYETHBLIX AaHHbIX (FIOrMHa U napons) u
3a YObITKM MM MHOM yuwepb, KOTOpble MOryT BO3HWKHYTb MO MPUYMHE HECAHKLMOHWPOBAHHOIO
NUCNonb3oBaHns aTon uHopmaumu. o akTy yTepyu unmM HecaHKUMOHMPOBAHHOMO AocTyna K
YYETHbIM AaHHLIM UITM BO3MOXHOCTM BO3HMKHOBEHUS Takom cuTyaumm AGOHEHT 006s13aH HanpaBuTb
3anpoc OnepaTopy Ha CMeHY y4YeTHbIX AaHHbIX.
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B cnyyae, ecnu AGOHEHT NpeaocTaBnsieT TPETbMM NLAM AOCTYN K MMEHLLMMCS Y HEero pecypcam
M cepBuCaMW, OTBETCTBEHHOCTb 3a [AEATENIbHOCTb TakMX TPETbWUX UL, HECET WUCKITHYUTENbHO
AOOHEHT.

4. MPABA N OTBETCTBEHHOCTb CTOPOH

OnepaTop, BO usbexaHne HapylLleHUn NOMOoXeHWUW HacTosiwero PermameHTa okasaHus yCcnyr co

CTOPOHbI ABGOHeHTa pekoMeHOyeT AOOHEHTY nNPUAEPXKMBATLCA HOPM MOSMb30BaHUA CETbIO,

NPUHSATBIX pabouen rpynnon OtkpbiToro  dopyma NHTepHeT-CepBuc-lNpoBarigepos

(http://ofisp.org/documents/ofisp-008.html).

Onepatop, coxpaHss 3a cobow Bce npaBa no [oroBopy, BrpaBe Takke HesameanuTernbHO

NPUOCTaAHOBUTL OKa3aHue Ycnyr ABOHEHTY B cryvasix:

e ecnm no oOOOCHOBaHHOMY MHeHuto Onepatopa wucnonb3oBaHue ABOOHEHTOM YCNyr MoOXeT
HaHecTn yuwepb OnepaTopy w/vnu Bbi3BaTb COOM TEXHUYECKMX M MPOrpamMMHbIX CPeacTB
Onepatopa v TpeTbux N,

e Hanuunss co CTOpoHbl ABOHEeHTa [EeWCTBUKW, HanpaBneHHblX Ha TO, 4TOObI MocCbINaTh,
nybnvkoBaTb, nepenaBaTb, BOCMPOM3BOAUTb, PacnpoCTpaHATb NobbiM cnocobom, a Takke B
noboM Bmae ucnonb3oBaTb MOMyYEHHbIE MOCPEeACTBOM YCnyr mporpamMmHoe obecneyeHuve
u/vnn gpyrme martepuarbl, NOMHOCTBIO UMM YAaCTUYHO, 3alLMLLEHHbIE aBTOPCKMMU UNn ApyrMMu
npaesamu, 6e3 paspeLLeHus npaBoobnagaTens;

e HanmuMuns CcO CTOpOHbl AOGOHEeHTa [OEeWCTBMI, HamnpaBliEeHHbIX Ha TO, 4YTOObI nNocCbINaTh,
nybnvkoBaTb, nepefaBaTb, PacnpoCTpaHsaTb NbbIM cnocobom nobyw MHpopMaumo nnm
nporpaMmmHoe obecneyeHune, KOTopoe coaepkuT B cebe BUMpyCbl UNn Apyrne BpeLOHOCHbIE
KOMMOHEHTBI;

e HanmuMumnsa Cco CTOpPOHbl AOOHEeHTa [AEeNCTBWW, HampaBfeHHbIX Ha To, u4Tobbl MoOCkIIaTh
cofepallyo peknaMmy nHgpopmaumto (cnam) 6e3 cornacusi Co CTOPOHbLI agpecaTa, Npu Hann4ymum
NMACbMEHHBLIX 3asBMEHUI OT MoJflydatenen TakoW paccbinkm Ha wums Onepatopa C
0060CHOBaHHbLIMY NMpeTeH3nsiMn B agpec ABGOHEHTa;

e BbICOKOro notpebneHna ABoHeHTOM MbbIX CUCTEMHBIX pecypcoB obopyaoBaHust Onepatopa,
32 WCKIIOYEHNEM rapaHTUPOBaHHbIX TapU@HLIM NIaHOM PECYPCOB, YTO MPUBOOUT UMK MOXET
NpMBECTM K 3aMETHOMY YXYALLIEHUIO KayecTBa npeaocrasnsemMoro obcnyxmnsaHus/cepeuca ons
apyrnx AboHeHToB. [Mpy 3TOM cTeneHb NOTPebneHuss CUCTEMHbLIX PEeCcypcoB onpeaensercs
ucknountensHo OnepaTopoM. B crnyuyasx, ecnvm npuymHy BbICOKOro notpebrneHns AGOHEHTOM
pecypcoB ycTpaHuTb He yaaetcs, Onepatop MoxeT nopekomeHgoBaTb ABGOHEHTY nepenTun Ha
bornee pecypcoeMkuin TapudHbIN NNaH UM NPeanoXuTb MHAMBUAYalbHbIE YCIOBUS OKa3aHus
Ycnyr. B cnyyae oTtka3a AGoHeHTa Onepatop MMeET npaBO pPacTOprHyTb [oroBop uM3-3a
TEXHUYECKOW HEeBO3MOXHOCTW MPOAOIMKEHUS okasaHus Ycnyr, 6e3 kakmx-nmbo BO3MeLLeHuN
ABOHEHTY;

e Hanuunss co CTOpoHbl ABOHEeHTa [EeWCTBUW, HanpaBneHHblX Ha TO, 4TOObI MocbiNaTb,
nybnvkoBaTtb, nepeaaBaTb, PacnpoCTpPaHATb NobbiM CNOCOBOM cBeAeHWst O TpeTbuX nuuax
KOTOpble He COOTBETCTBYKOT AEWCTBUTEMNbHOCTU W/MNKN KakuM-niubo obpasom 3aTparveatoT
4YecTb, AOCTOMHCTBO W [JenoByl0 penyTtauuio dusmdeckux nuy nnbo [enoByl penyTauuio
HOPUANYECKMX WL,

e HanmuMumMs CcO CTOpOHbl AOGOHEeHTa [OEeNCTBMI, HampaBlieHHbIX Ha TO, 4YTOObI nNocbINaTh,
nybnukoeatb, nepedaBaTtb, pPacnpoCcTpaHsATb NMBO Mcnonb3oBaTb MAEHTUUKALNOHHBIE
nepcoHarsnbHble faHHble (MMeHa, agpeca, TenedoHbl U T.M.) TPETbUX MWL, KPOME Clny4vaes, koraa
3TW Nnuua NpsSMo ynonHomounnu ABOHEHTa Ha Takoe MCNOSb30BaHUE;

e pacnpocTpaHeHuss u/unu nybénukauuu nbon  MHdopMauun, KOoTopas  MNpPOTMBOPEYMUT
TpeboBaHMsIM OEeNCTBYIOLIEro 3akoHodatenbcTBa Poccuiickon ®degepaumn, MONOXKEHUAM
nnueHsni MuHuctepctBa cBsasn PP (MuHuctepcTBa MHGOPMALMOHHBIX TEXHOITOTUIA U CBSA3U B
P®), HopMaM MexayHapogHOro npasa, U yleMisieT npaBa TPeTbUx NnL;

e onybnvkoBaHus wnu pacnpoctpaHeHus AboHeHToM ntobor MHopMauun unu NporpamMmmHOro
obecneyeHuns, KOoTopoe coaepxuT B cebe Koabl, NO CBOEMY [OENCTBUIO COOTBETCTBYHOLLME
OEVCTBUIO KOMMBIOTEPHBIX BUPYCOB UMK APYrMX KOMMNOHEHTOB, NMPUPAaBHEHHbIX K HUM;

e peKnamMupoBaHWs YCryr, TOBApOB, MHbIX MaTepPMarnoB, pacnpoCTpaHEHME KOTOPbLIX OrpaHUyYeHo
nnbo 3anpeLleHo AeNCTBYOLMM 3aKkoHo4AaTENbCTBOM PO;

e hanbcumumMpoBaHns BblAENEHHbIX B Nonb3oBaHne AboHeHTa IP-agpecos, annapaTtHbix MAC-
agpecos, cBoero IP-agpeca, a Takke agpecoB, UCNOMNb3yeMbIX B APYrMX CETEBbIX MPOTOKONAX,
npu nepefade AaHHbIX B cetn Onepartopa;

® 1ICMOMb30BaHMSA HECYLLECTBYHOLWNX 0OpaTHbIX adpecoB MpW OTNPAaBKE 3NEKTPOHHLIX MUCEM U
apyrux coobuueHun;
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e OCYLLECTBMNEHMS OEWCTBUIA, HanpaBlieHHbIX Ha HapylLleHue HOPMarbHOro (PYHKLUMOHUPOBAHWS
anemeHToB cetn Onepartopa wu/mnu WHTepHeT (KOMMbHOTEPOB, Apyroro obopyaoBaHUs uUnu
nporpaMmmHoro obecneyeHuns), He npuHagnexawimx AGOHEHTY;

e OCYLLECTBMEHUA OENCTBUA, HanpaBneHHbIX Ha NOryYyeHne HeCaHKLMOHMPOBAHHOrO AOCTyna K
pecypcy Cetn (KkomnbloTepy, Opyromy obopyooBaHWlo wnn MHEAOOPMAaLMOHHOMY pecypcy),
nocnegyowee MUCMONb30BaHWE Takoro AOCTyna, a TakkKe YHUYTOXEHMEe Wnu Moaudukauus
nporpamMmHoOro obecneyeHnss UM AaHHbIX, He NpuHagnexawux AboHeHTy, 6e3 cormacoBaHus ¢
BnagenbuamMy 3TOr0 MNporpammMHOro obecneveHus unu AdaHHblx NmMbo agMuHucTpaTopamu
OaHHoro mHdopmMaLMoHHOro pecypca. 1o HeCcaHKLMOHUPOBaHHbLIM AOCTYNOM MOHUMaeTCH
nobown aocTyn cnocoboM, OTMMYHBIM OT NpenonarasLLerocs BnagensLem pecypca;

e OCYLLECTBMEHUA OEeWCTBUN MO nepefade KoMnbioTepam unv obopynoBaHWMIO TpeTbUX nuL
fbeccmbicneHHon wnn BecnonesHon WHgoOpMauun, co3gatrowen USNULLHIoW (napasuTHYIo)
Harpysky Ha 3T KOMMbOTEPbl UM 00OpygoBaHMe, a Takke MPOMEXYTOYHbIE y4acTKu ceTw, B
obbemax, MpeBbIWAWMX MWHUMANbHO HeobxoauMble A5 MPOBEPKU CBA3HOCTM CeTen wm
OOCTYMHOCTW OTAENbHbIX €€ 3/IEMEHTOB;

e OCYLECTBMNEHUA OENCTBUA MO CKaHMPOBAHWUIO Y3SIOB CETEN C LieNblo BbISIBIIEHUS BHYTPEHHEN
CTPYKTYpbl CeTeun, ysi3BUMOCTM 6e30nacHOCTU, CMUCKOB OTKPbITbIX NMOPTOB M T.N., 6€3 sABHOro
cornacus Bragenbla NpoBepPsSIEMOro pecypca;

e OCYLLECTBMEHUA WHbIX [OENCTBUW, He NpeayCMOTPeHHbIX [loroBopomM w/Mnm HacTOALWMM
PernameHTOM, HO cogepxalliMx COCTaB YrOfOBHOrO MpecTynneHus nubo agMUHUCTPaTUBHOIO
npaBoOHapYyLUEHUs, MO0 HapyLlalLWux NpaBa U 3akOHHbIE MHTEPEChl TPETbUX MKL;

e ecnu Onepatop nony4aeT COOTBETCTBYIOLUIM 3anpoC UMW yKazaHUe CO CTOPOHbI Kakoro-nnbo
rocygapCTBEHHOrO, PErynmpyroLLIEro UM MHOTO KOMMETEHTHOIO opraHa.

OnepaTop He KOHTpPONUpYyeT coAepxaHue wHdopMaummM, XpaHuMoW, nybrnvkyeMon unu

pacnpocTpaHsieMmoi ABOHEHTOM C UCNONb30BaHNEM OKasbiBaeMbIxX Mo [loroBopy Ycnyr, 1 He HeceT

HUKaKoN OTBETCTBEHHOCTU 3@ TOYHOCTb, KAYECTBO U COAEPKaHWe Takon MHopMaLuun.

OnepaTop He HeceT OTBETCTBEHHOCTU 3a coepKaHne MHMPOPMAaLMOHHbIX Y3M0B, CO34aBaeMbIX U

nogaepxueaemblx ABOHEHTOM wunu TpeTbMMM nULaMU, U He OCYLLeCTBAseT Kakou-nubo

npegBapuTensHon ueHsypbl. [lpy 3atom Onepatop wumeeT MpaBO Mpu  HEOOXOAMMOCTM

KOHTPONMpOBaThb COAEpXaHWe UH(POPMALMOHHBLIX pecypcoB ADOHEHTa unu ero nornb3oBaTenen. B

cnyyae sIBHOro HapyweHuss ABOHEHTOM AEWCTBYIOLLEro 3akoHogatensctBa P® okasaHue Ycnyr

MOXET ObITb NpuocTaHoBrneHo OnepaTopom 6e3 NpeaBapuTENBHOIO yBeaoMeHnst AGOHEHTa.

Onepatop He HeceT OTBETCTBEHHOCTY 3a HapyLUeHUe NpaB TPeTbMX NuL, BO3HMKLLMX B pe3ynbTate

nencteun ABOHEHTa, COBEPLUEHHbIX C MWCMONb30BaHMEM YCnyr, okasbiBaeMbix OnepaTtopom

A6oHeHTy no Jorosopy.

OnepaTop He HeceT OTBETCTBEHHOCTM MO NpeTeH3nsaM ABOHEHTa K Ka4eCTBY COeANHEHUS C CETbIO

MHTepHeT, CBA3aHHbIM C Ka4yeCTBOM (PYHKLIMOHUMPOBaAHMSA CeTen Apyrnx nposamaepos, NOMUTUKOWN

obmeHa TpadwmkoMm Mexay nposBamgepamu, C  (PyHKUMOHUMpoOBaHMEM obopyaoBaHus U

nporpaMmmHoro obecneyeHua AboHeHTa 1 Apyrummn obcToATeNnsCTBaMMU, HAaXOASALWUMUCS BHE 30HbI

KOMMeTeHLMK, BNMSHUA U koHTpons OnepaTtopa.

Bpemsi npuocTtaHOBNeHUs okasaHus Ycnyr no npuyMHaMm, ykasaHHblM B N. 4.2 HacTosiwero

PermameHta, He cuyuMTaetca nepepbiBOM B oOkasaHum OnepaTopoM YCnyr M He MOXeT

paccmaTpuBaTbCa Kak HapyweHue OnepaTtopom CBOMX 00s3aTenbCcTB, MNpegyCMOTPEHHbIX

[orosopom.

lMpuocTaHoBNEHNE OKa3aHMs YCIyr W/Unu OTKIIOYEHWEe MPOrpaMMHbIX WM annapaTHbIX CPEeACcTB

ABoHeHTa ocyLlecTBnsieTcs 4O MOMEHTa BbinonHeHnss AGoHeHToMm TpebosaHun Onepartopa no

YyCTpaHEeHUIO HapyLleHni n ygegomrneHus ob atom Onepartopa, a Tak e He OTMEHSIET BbINONHEHUSI

ABoHeHTOM Bcex cBOoMX obga3aTtenbCcTB no [Jorosopy.

OnepaTop BnpaBe NpuocCTaHaBnNuBaTb okasaHue Ycnyr AGOHEHTY Ha Bpemsi, HeobGxoanmoe Ans

BbinonHeHns OnepaTtopoM pernameHTHblX paboT Ha cBoemM 0OOpyaoBaHMM, nNpeaBapuUTenbHO

yBegomnsass o6 atom ABOHeHTa, He MeHee 4YeM 3a CYTKM [0 Hayana BbINOMHeHUs paboT Ha

obopyanoBaHum.

5. NOPAOOK OEPABOTKU 3AABOK W/WUINU PACNOPSXXEHUI CNYXXBEOU TEXHUYECKOW
NMNOAOEPXKU

Cnyx6a TexHUYeckoi noaaepKk1 OCYLLECTBNSET KOHTPOSIb U yrnpaBrieHne paboTon TEXHUYECKOTO

obopynoBaHMsE U CUCTEMHbIX NPOrpaMMHbIX — cpedcTB, obecneynBaeT npenocTaBlieHve

Hagnexauwlero cepsuca ABGOHEHTY B npedenax, o6ycrnoBneHHbix [oroBopoM, a Takke

ocyLecTBnsieT 06paboTky cneayroLmx 3anpocoB AGOHEHTOB:

e 3anpocbl Ha BHECEHWE U3MEHEHMWI B KOH(UrypaLUunoHHble dhaiinbl B Tex criydasix, koraa Takue
N3MEHEHUsI He MOTYT ObiTb BbINOMHEHbI CAMUM AGOHEHTOM;
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e JlOKanusauus U ycTpaHeHwe npobrem, CBA3aHHbIX C (PYHKLMOHUPOBaHUEM NpPeaoCTaBnAeMblX
OnepaTtopom ABGoHeHTY no [loroBopy cepBUCOB;

e Un3MeHeHue koHdurypauumn ObopyaosaHus.

OcHoBaHvem pgna  BbeinonHeHus OnepaTopomM COOTBETCTBYKOLWMX paboT dBndeTcs 3asaBka

AboHeHTa. 3asiBka Hanpaenaetcd AOOHEHTOM MO 3MEKTPOHHOW Mo4YTe CTPOro Ha agpec

support@colocat.ru. B cnydasx, Tpebywowmx CyLeCTBEHHOrO W3MEHEHUS HACTpPOeK, 3anpoc

[OIDKEH cofepXaTb aBTOPU3ALMOHHY MHopMauuto (NnoruH, e-mail, ykasaHHbli ABOHEHTOM npwm

perncTpaummn).

Bce 3asaBku wn/mnn PacnopsbkeHua obGpabaTbiBatoTcs OnepatopoM B nopsake MNOCTYNneHus.

MakcumanbHbIn cpok 06paboTku 3asaBku - 24 (ABaaLaTh YeThIpe) Yaca.

Bce 3aaBkm u/unu PacnopsikeHunss no 3neKTPOHHOW ModTe AOMMKHbI OTNPaBnSATbCA Ha ajpec

support@colocat.ru B koguposke win1251 nubo koi8-R, nubo utf8, B dopmarte, onpeseneHHbIM

RFC-822. B 3asBke n/vunn PacnopsixeHnn OOMmKHbI BbiTb TOYHO 1 ACHO CCPOPMYNUPOBaHbI 3aga4uu,

TpebyoLme NCrnonHeHus.

Cnyxba TexHuyeckon nogaepXkm He obs3aHa OCyLeCTBNSATb KOHCYMNbTMPOBaHME NO BOMpocam

nporpaMmMmnpoBaHusl, Beb-On3anHa, HacTpPOeK CKpMNTOB U nporpamm ABOHEeHTa M MO APYrum

aHanorm4yHbiM Bornpocam. [logobHble KOHCyMnbTauuu SABMSAOTCS OOMOJSIHUTENbHONW  BO3ME3OHOM

YCIyrown n MoryT npegoctaBnatecsa OnepaTtopoM no AOMOSHUTENBHON JOTOBOPEHHOCTMW.

OTBeTbl Ha CTaHOapTHble, YacTO 3aJaBaemble BOMPOCHI, MOryT BblAaBaTbCA B BMAE CCbIIOK Ha

cooTBeTCTBYOLWYI cTpaHuuy Ha Cante Onepatopa wunu B cetn HTepHerT.

B ucnonHeHun 3assku u/unu PacnopsbkeHns OnepatopoM MoXeT 6biTb 0TkaszaHo ABGOHEHTY no

cnefyloLwmuM OCHOBHbBIM MPUYUHAM:

e OTCYTCTBME aBTOPM3ALUOHHOW MHGOPMALIMK, B Clyyae ecrniv aBTopu3aums 6eina Heobxoaumon;

e TpeboBaHWe oKas3aHWUs yCnyr, He COOTBETCTBYHOLIUX ycroBuam [orosopa;

e B cnydae npuocTaHoBrneHus OnepaTtopoMm okasaHus ycryr ADOOHEHTY MO OCHOBaHWSIM,
npeaycMoTpeHHbIM [JoroBopoM n/mnm Hactoswum PernaMmeHToMm.

B cnyyae Hanuumsa y AOBOHeHTa npeTeH3MnM MO BbinonHeHuto OnepaTopom 3asABOK W/mMnu

PacnopsikeHun AGoHeHT mMoxeT obpawateca k ApgmuHuctpaumm Onepatopa no  e-mail:

manager@colocat.ru. OTBeT Ha npeTeH3MM MO HeBbINONHeHMO 3aaBok wW/mnu PacnopsikeHun

Hanpaensetca OnepatopoM AGOHEHTY MO 3NEKTPOHHOW MoyTe He no3gHee, YeM 4epes3 [Ba

pabounx gHs ¢ MOMEHTa NoNy4eHus COOTBETCTBYOLWEeN npeTeH3un OnepaTtopom.

6. TOJIOCOBAA ABTOPU3ALIUA.

Llenbto MonocoBoi aBTopusauum SBNsSeTCs ToYHasa naeHTudumkaums AGOHeEHTa B y4ETHON cucTeme
OnepaTopa. AGOHEHT BrnpaBe BOCMONb30BaTbCA ycnyron «lonocoBas aBTopm3aumsi». onocosas
aBTOpM3aLMsa NpeacTaBnisieT cobor 3 napbl BONPOCOB M COOTBETCTBYHOLWNX UM OTBETOB («Bonpoc-
OTBeT»), KOTOpble PUKCUPYIOTCH MPU 3aKNiOYEeHUN JOroBOpPa U COXPaHSAITCS TOMbKO Yy onepaTtopa
(oanee «[onocosas aBTOpPU3aALUNAY).
Ecnn npu ucnonb3oBaHuu [onocoBow asTopusaumm no TtenedoHy HeobxoaMmo npeaoCcTaBuTb
ABOHEHTY WH(popMaUMo O MpefocTaBnsieMbiX €My Yycrnyrax WNM BbIMNOMHWUTL psg OencTBUN,
Cnyxb0o1 TexHWYeckon MOLAEpPXKKM Ha CBOe YCMOTPeHue 3ajaeTcd OT OAHOro [0 Tpex
KOHTPOIbHbIX BONPOCOB U, B Cry4ae npaBuibHbIX OTBETOB ABOHEHTa, 3anpoc YA0BNETBOPSAETCS.
Mpn wucnonb3oBaHun [onocoBon aetopm3aumm AOOHEHT MOXET MOoNy4YnMTb WHOPMaLUto,
KacatoLLytoCs TONbKO:
OanaHca NMUEeBOro cyeTa 1 NPOrHO3MPYEMOrO OTKITHUEHUS YCNYT;
3aperncTpupoBaHHbIX Ha AGOHEHTa JOMEHHbBIX UMEHAX M CPOKax UX perncrpaumu;
OOMONHUTENbHBIX YCNYT, NOAKIMIOYEHHbIX Y ADOHEHTA;
HOMEPOB 1 CyMM B ByxranTepckmnx oKyMmeHTax ABOHEHT];
KOHTaKTHbIX agpecoB 3MEKTPOHHOM NoYThI, TeniedoHOB, hakCcoB.
MHaa uHdopmaumsa (B 4aCTHOCTWU: mepcoHarnbHble AaHHble ABOHeHTa, GaHKOBCKME PEKBU3UTHI Y
T.4.) Nnpy [onocoBorn aBTopM3aLmMm He NPeaoCTaBMsTCS.
Mpu ncnonssoBaHun "onocoson asTopu3saL M ABGOHEHT MOXET NPOU3BECTU creayolne 4encTBus
cunamu gexypHbix UHxeHepos OnepaTopa:
e nepesarpyska/nepesanyck 06opyaoBaHus;
e BKIOYEHMNe/BbIKNOYEHE 060pyaoBaHus (63 NpoBegEeHUS MOHTaXHbIX U AEMOHTaXHbIX paboT).
e BKIIOYEHNE/OTKIMIOYEHNE apeHA0BaHHOr0 CEeTEBOro nHTepdenca u/mnu obopynosaHus;
e UWHble paboTbl, NpoOM3BOAUMbBbIE CUMAMW [OEXYPHbIX WHXEHEPOB U He sABMsoLmecs

HeobpaTMbiMK ans obopynoBaHMst UK AaHHbIX ABOHEHTa.
Bce gewncTtBusa ocywectBnsaoTca 6e3 npeaBapuUTENbHOM ANArHOCTUKM cocTosiHns ObopyaoBaHus,
0e3 MogKIYeEHNsT KOHCOMW, MOHWUTOpPA, KraBuaTtypbl, 06e3 rapaHTuM paboTbl cepBepa nocre
nepesarpysku u guarHoCTUKM NPUYMH 3TOrO.
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CoTtpyaHuk Onepartopa BrpaBe MNpuv HanmuuMm COMHeHMI B oTBeTe AOOHeHTa npu [onocoBon
aBTOPU3aLMKN 3aNPOCUTL AOMONHUTENBLHYIO MHopMaLuuio y ABOHEHTa Ans ero naeHTudukauun.
CotpygHuk Onepatopa BrnpaBe oTkasaTb B [[010COBoOW aBTOpU3aumMmM U He NpPoBOAMTL [0nocoByto
aBTopusaumio 6e3 06bACHEHNSI NPUYMH B CIyYasnx:

e HeBepHoro otBeTa ABOHeHTa Ha ntobon n3 BoNpocoB npu MonocoBon aBTopmusaunu;

e HeBepHoro otBeta AGOHEHTa Ha 3anpoc AOMNONTHUTENBHOM MHPOPMALINK;

e ecnv B ogHom 13 nap «Bonpoc-OTBeT» "onocoBow aBTopmM3aumMm UCMONb3YHTCA dpasbl/CroBa,
npoTuBopeyvaLlme obLLeCTBEHHBIM MHTEPECAM, NPUHLMNAM F'YMaAHHOCTU 1 Moparnu (B YacTHOCTMH,
CMNOB HENPUCTOMHOIO COAEPXKaHWS, MNPU3bIBOB aHTUIYMaHHOrO Xapaktepa, OCKOpOnsitoLmx
YeroBeYecKkoe OCTOMHCTBO MO0 penUrmo3Hbie YyBCTBa).

7. OBECNEYEHUE MHO®OPMALIMOHHOW BEE3ONACHOCTU U LENOCTHOCTU AAHHbIX
OnepaTtop obecneynBaetr 6a3oBy WHGOPMaAUMOHHYD 6e30MacHOCTb CEPBEPOB U PECYPCOB
ABoHeHTa B npegernax, onpeaensieMbiX 00bl4HbIMU YCNOBUSAMU, €CNX TONbKO B [JOoroBOpe SIBHO He
OrOBOPEHO WHOE.

Onepatop He HeceT OTBETCTBEHHOCTU 3a BO3MOXHOE xuuieHue naponeit ABGoHeHTa, HO Mo
TpeboBaHMo AGOHEHTa NPON3BOAMT ONEPaTMBHYIO CMEHY Naponen.

Cnyyan DDoS artak He OTHOCATCS K 30He oTBeTcTBeHHOCTM Onepartopa. B cnydvae BbisSiBNeHus
DDoS ataku Ha cepBep ABOHeHTa, ecnv JaHHas aTaka CylleCTBEeHHbIM obpas3om BnuseT Ha
paboTtocnocobHocTb ceTeBoro ob6opyooBaHWS uNU  npesbillaeT  akTUYeckne BO3MOXKHOCTU
CpencTB camoCcTOoATENbHOW 3alnTbl aboHeHTa, Onepatop MMeeT NpaBo 3abrokupoBaTb JOCTYN K
atakyemomy IP agpecy Ha obopyaoBaHuum ABOHEHTa M3 Opyrux CeTerl Ha BpeMsi NpoBeaeHus
[aHHOW aTaku, Npy 3ToM cnocob 6n1okMpoBkK onpeaensieTcs OnepaTtopom CamoCTOATENBHO.

8. ®YHKUMOHMPOBAHUE NMPOrPAMMHOIO OBECINEYEHUA U NMPABA HA
MHTENNEKTYAJIbHYIO COBCTBEHHOCTb

OnepaTtop obecnevnBaeT paboTOCNOCOOHOCTL npenocTaBnsemblx AOOHeHTY no [oroeopy
CepBnCOB M UX COBMECTUMOCTb C [ApyrMM MporpaMMHbIM obecrneyeHveM B npegenax,
onpegensiemMbix JOKYMEHTauMen Ha COOTBETCTBYIOLLNE CEPBHUCHI.
OnepaTtop He rapaHTupyeT ABOHEHTY paboTocnocoBHOCTb M COBMECTUMOCTb MPOrpamMMHOro
obecneyeHusi, paspaboTaHHoOro AGOHEHTOM MWnM TpeTbumMu nuuamu. Bce uHble nporpamMMHble
cpencTtea MoryT ObiTb YCTaHOBMEHbI U 3KCMyaTupoBaTbcst ADOHEHTOM Ha CBOW CTpax M puck, 6e3
Kakon-nnbo rapaHTMm co ctopoHbl Oneparopa.
Onepatop BnpaBe MNpuMOCTaHaBnuBaTb, OMNokMpoBaTb unu 3anpewiate AGOHEHTY MCMONb30BaHUE
nporpamMmmHoro obecrneveHuss B criydyae, €crnv aKcnyataums Takoro nporpaMmMHoOro obecneveHums
NPVBOAUT UNN MOXET NPUBECTU K aBapWUiHbIM CUTYaLUsAM, HapyLEeHWo cuctembl Ge3onacHocTw,
HapyLleHu1to HacTosiwero PernameHTa unm ycnosuin [ljorosopa.
HuuyTto B HacTosAwem PernameHTe He MOXET BbITb MHTEPNPETUPOBAHO, Kak MpegoCTaBleHne Kaknx-
nMbo MpaB Ha MHTeNnekTyanbHyl0 COBCTBEHHOCTb MMM Kak YCTynka NpaB Ha WHTENNeKTyanbHYyo
cobcTBEHHOCTb ogHOM CTOpOoHbI Apyron CTOpoHeE.
Kaxxgass CTopoHa €aMoOCTOAATENbHO HECeT OTBETCTBEHHOCTb 3a Itobble YObITKM, ylepb, wunu
pacxofbl, NMOHECEHHbIE €0 B CBA3W C HapyLEHWEM NpaB TPETbUX JUL, Ha WHTENNEKTyanbHYO
COOCTBEHHOCTL B X04€e ucnonHeHust [lorosopa u PernameHTa.
MpepoctaeneHHble OnepaTtopom WAabMoHbl U 0bpasbl AUCTPUBYTUBHBIX AWCKOB ONepaLMoOHHbIX
cucTeEM ANs UCMONb30BaHUS Ha pecypcax AOOHEeHTa, npuM HeobXOoOUMOCTW, FNUUEH3MPYHOTCS
ABOHEHTOM OTAENBHO U HE BKIIOYEHBLI B CTOMMOCTb YCIYT.
ABOHeHT cornawaeTtca ¢ Tem, 4yto Onepatop W €ro COTPYAHWKM MMEKT MNpaBoO MNpPOBOAUTb
WHCMEKTUPOBaHNEe M ayauT pecypcoB NpedocTaBreHHbIX AOGOHEHTY Ansi NPOBEPKU KOPPEKTHOCTM
NMLEH3NPOBaHUA UCMONb30BaHUSA MPOrPaMMHOIO obecneyeHns u TEXHONOMMIA TPETbUX NNLL.
B cnyyae obHapyXeHuns1 HapyLLEeHUI YCNOBUIA NULLEH3NpoBaHNA ABOHEHT 0653yeTcs B KpaTyanimne
CPOKM YCTpaHMTb TakMe HapyweHuss W OnnatuTb JIMUEH3UPOBaHWE WCMONb3YyEMbIX UM
NpOrpaMmHbIX NPOAYKTOB M TEXHONOINA TPETbUX N,
ABGOHeHT cornawaetca ¢ Tem 410 Ycnyrm Onepatopa, CBsi3aHHble C NpefocTaBrEHUEM
HEUCKITIOYMTESNBbHbLIX MPaB Ha MNOMb30BaHUE JMUEH3VMOHHLIM MPOrpaMMHbIM obecnedeHnem, He
BkMovaloT B cebs  ycnyru  nNo  HaAcTpoOWKe,  pasBEPTbIBAHUIO,  KOHUIYpUpPOBaHWIO,
aOMUHUCTPUPOBAHUIO U KOHCYNbTUPOBAHMIO  OTHOCWUTENbHO  HACTPOWKKW,  pas3BépTbiBaHUs,
KOHOUIypMpOBaHUsi 1 adMUHUCTPUPOBAHKS NPOrPaMMHbIX NPOAYKTOB M TEXHOMOIMUIA TPETbUX NN,

9. OCOBEHHOCTU OKA3AHUA YCNyYTr
AGOHEHT HECET MONHYyK OTBETCTBEHHOCTb 3a COOTBETCTBME MH(OPMALMUNOHHOIO COAEPXKMMOro
pasmellaemMoro wnM apeHgyemoro B pAartaueHTpe Onepatopa O6opygoBaHus U akTa
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pasmMeLleHuns (pacnpocTpaHeHus, nepegaym)  9TOrO COOEPXUMOro  OeWCTBYIOLLEMY

3akoHofartenscTey P®.

B cnyyae nonyyerus OnepaTopom OT TPETbLUX NUL, MOTUBMPOBAHHLIX NMPETEH3MI MO NOBOAY TOro,

yTO MHGOpMaLMs, pasmelleHHas Ha obopyaoBaHum ABOHEHTa, pa3MeLLEeHHOro Unu apeHayemMoro

B AdaTaueHTpe OnepaTtopa, HapylwaeT npaBa TpPeTbUX NuL (B TOM YMCNE WHTENNEKTyasnbHble),

Onepatop HanpaensieT AGOHEHTY YyBeAOMIIEHME, COAEpXKallee KOHTaKTbl Nuua, HanpaBMBLLENO

npeteHsnio. Ecnu ABoHeHT B TeyeHne S (natu) pabouux AHENn C MOMEHTa HanpasneHus

Onepatopom yBegomneHuss ADOHEHTY He MpuMMET Mep MO YperynMpoBaHui0 crnopa C NNLOM,

HanpaBMBLUUM MpEeTEeH3ni0 Nnbo He yaanuT CrnopHyk uHGOpMauMio CO CBOero obopygoBaHus,

pasMeLleHHOro 1 apeHgyemoro B gataueHtpe Onepatopa, To Onepatop BnpaBe NPUOCTaHOBUTb

okaszaHue Ycnyr AGOHEHTY B 4acTu, Kacatollencsl pacrnpoCTpaHEeHUs CrMopHOW MHdopmauun, ¢

yBegomneHnem ob atom AGoHeHTa.

OnepaTop He rapaHTMpyeT, 4TO Ycnyru OyayT npepoctaBnaTbcAd AOOHEHTY abComntoTHO

BbecnepebonHo, a Takke He HeceT OTBETCTBEHHOCTU 3a Ka4eCTBEHHbIE U UHble XapakTtepuctuku N0

u/unn O6opynosaHus, ncnonsdyemoro OnepatopoMm u/unu AGOHEHTOM B TOM Criyyae, Korga OHU

3aBMCAT OT NPOU3BOAUTENS UMW TPETbUX NUL, UMM B TOM Crydae, Korga Takme XapakTepUCTUKU

He MOryT ObITb KraccMULMPOBaHbI UMW OLIEHEHBI.

Onepatop, MOMUMO Cry4YaeB, YyKasaHHblX B MN.4.2 HacTosiwero PernameHTa, Bnpaee Takke

He3amMegnMTENbHO MPUOCTAHOBUTL OkaszaHue Ycnyr AOOHEeHTYy B Chnydasix Hanuyuus Ha

pasvewiaemMom unm apeHgyemom A6oHeHTOM OOGOpyAOBaHUM CaWTOB, PEKIAMUPYIOLLNX

HE3aKOHHYI [eATenbHOCTb, CaWTOB BbICOKOAOXOAHbBIX WHBECTULMOHHBIX (POHAOB, JTOTEPENHbIX

CanToB, CNam-pecypcoB, a Takke pecypCoB, pekraMmupyemblX C MOMOLLbIO criama.

Onepatop He HeceT OTBETCTBEHHOCTU MO NPeTeH3MsM ADOHEHTA K Ka4eCTBY COEANHEHUSI C CETbIO

MHTepHeT, CBA3aHHbIM C Ka4eCTBOM (PYHKLMOHUPOBAHUSA CeTen ApyrMx npoBangepos, NOMUTUKON

obmeHa Tpadukom wMexay npoBangepamu, € dyHKUMoHupoBaHnem O6opypoBaHua u 10

ABOHEeHTa M OpYrUMU OBCTOATENLCTBAMM, HAXOASALLMMUCS BHE 30HbI KOMMETEHUUW, BIUSHUS U

KoHTpons Oneparopa.

MpuocTtaHoBMNEHNE OkasaHUs YCnyr u/unmu OTKIOYEHWE MPOrpamMMHbIX MM annapaTHbIX CPeAcTB

AboHeHTa ocyllecTBnaeTca OnepaTopoM Ao BbinonHeHns AGoHeHTOM TpebosaHuii Onepatopa no

YCTPAHEHMWIO HapPYLUEHWUA, N HE OTMEHSIET BbINONIHEHMS ABOHEHTOM BCEX CBOWMX 00S13aTenbCTB Mo

[orosopy.

OnepaTop He KOHTPONUPYET OOCTYMHbIN Yepe3 ceTb MHTEPHET MHAPOPMALIMOHHLINA NOTOK U, MOMUMO

npo4yero, He oTBeyvaeT 3a Nobble notepu, yobiTkn ADOHEHTA, CBSI3aHHbIE C €r0 AeATENbHOCTLIO B

cetn VIHTepHeT, a Takke He rapaHTMpyeT, 4Yto cogepxmmoe ObopynoBaHus ABoHeHTa He byaer

ABNATHCS 06BEKTOM HECaAHKLMOHMPOBAHHOIO JOCTYMNa CO CTOPOHbI TPETbMX ML,

Onepatop He HeceT OTBETCTBEHHOCTM 3a (YHKUMOHUPOBAHME W OOCTYMHOCTb OTAENbHbIX

CErMeHTOB ceTu VIHTepHeT.

OnepaTop He HeceT OTBETCTBEHHOCTU 3a KayeCTBO KaHanoB CBsA3M 00LWero nonb30BaHus,

nocpeacTBOM KOTOpbiX ADOHEHTOM OCYLLECTBNSIETCA AOCTYM K YCnyram.

ABOHEHT 06513aH CaMOCTOATENBHO CNneauTb 3a 3alUMLLEHHOCTBLIO U akTyarnbHOCTbIO UCMOMNb3yeMoro

MO B paboTte cBoero unu apeHgyemoro O60pyaoOBaHUS, CBOEBPEMEHHO NMPOM3BOANTE OBHOBIEHUE

Bepcun MO wunu BHOCUTL M3MEHEHUSI B KOH(Urypaumm B COOTBETCTBMM C YKa3aHUAMU U

TpeboBaHusiMK, Ny6nukyembiMu paspabotyunkamm MO n/mnm cnyxdamm 6e3onacHocT MIHTEpHET.

ABOHeHT 0053aH npecekaTb Criydan HECaHKLMOHWPOBAHHOIO AOCTyna K MWCMOMb3yeMbIM

nporpaMmHbIM M annapaTHblM CpeAcTBaM W He [JonyckaTb MCMNONb30BaHUS CBOMX UMK

npegoctaBnsembix OnepaTtopomM pecypcoB ANs MOMbITOK HECaHKUMOHWPOBAHHOIO AocTyna K

opyrum pecypcam cetu WMHTepHeT. B uyacTHocTn, AGOHEHT He [OJPKEeH JonyckaTb Ha CBOEM

obopyaoBaHUM CUTYaLU NPU KOTOPbIX:

e C CepBepa UCXOASAT NakeTbl C HEeBepPHbIM afapecoM nctovHuka (IP source address);

e C CepBepa MCXoAAT nakeTbl CnyxObl AoMeHHbIX MMEH (DNS) ¢ HamepeHHO WCKaKEHHbIMK
OaHHbIMY;

e Ha cepBepe MpPUCYTCTBYIOT BPEAOHOCHbBIE NMPOrpamMmel;

e Ha cepBepe MNPUCYTCTBYIOT u/unn paboTalT nNporpammbl, CneumanbHO npegHasHavyeHHble 4ns
OCYLLECTBMEHUSI HECAHKLMOHMPOBAHHOIO AOCTYNa K MHcbopmaunu;

e C cepBepa OTNPaBNATCA COOOLLEHUA SMNEKTPOHHOW MOYTbl OT MMEHU afpecoB, He
npuHaanexatumx cetn (aomeHy) AGOHeHTa;

e nporpammHoe obecneveHne cepBepa UCNonb3yeT Naponu, ycTaHaBnMBaeMble MO YMOYaHUIO.

e CepBep YMbILIIEHHO UIN HEYMBILSIEHHO UCMOMb3YeTCst AN aKTUBHbIX U MACCUMBHbLIX PACChINOK
(no4ToBbLIX, iCq U T.N.) COOBLLEHUIN peknamHOro xapakrepa (cnam).

e yMbILUNIEHHOE MCMoNb3oBaHMe B e-mail 4YyXoro, HenpaBUIBHOTO WU  HECYLLECTBYOLLENO
obpaTHoro agpeca otnpasutens; mailbombing (oTnpaBneHne B OAWH MOYTOBLIN  SALIMK



9.12.

9.13.

9.14.

9.15.

9.16.

9.17.

9.18.

10.1.

10.2.

10.3.

MHOXECTBO OAMHAaKOBbIX e-mail) n noanucky Koro-nnbo Ha fMCT pacchifikn 6e3 cornacusi aTmx

nmu.
e cepBep UCMnomnb3yeTcsa AfS peknaMbl Cham YCryr, pacnpocTpaHeHust cnuckoB e-mail agpecos,

COLEPXUT CChINKN Ha NoAobHY MHopmauuio.
B uenax nposepku cobniogeHus TpebosaHmn 6eszonacHocTu OnepaTtop ocTaBnsieT 3a cobor npaso
nepuognyeckn MpousBoauTb CKaHWpPOBaHWE CEepBUCOB U cepBepoB ABOHEHTa Mpu MOMOLLM
cneumanuampoBaHHoro MO npu ycrnoBuM He HaHeceHus yulepba ero o0opyaoBaHUIO WU
cogepxallemncst Ha Hém uHdopmaumn. OnepaTtop BripaBe mn3Bewlatb AGOHEHTa 06 0OHapyKeHHbIX
Npuv Takmx NpoBepKax ya3BUMOCTSX, @ ABOHEHT 0b6si3aH NPUHMMaTb MEpPbI K NX YCTPaHEHMUIO.
OnepaTop rapaHTupyet koaddpuumeHT goctynHoctn Ycnyrn Colocation n Dedicated He meHee
99.95% B TeyeHue roga. lNpeTeH3un ABOHEHTOB OTHOCWUTENBHO OTCYTCTBMSA AOCTyna K ycryram,
okasbiBaembiM Onepatopom, B pamkax 0.05% BpemeHn B rog He MOryT CYUTaATbLCS
060CHOBaHHbLIMU.
B cnyyae HapyweHus gaHHoro obsisatenbctBa no BuHe Onepatopa AGOHEHT BMpaBe MONy4uTb
komneHcaumo 3a [MpepbiBaHMe npepoctaBneHnsa Ycnyr Colocation n Dedicated. Npu pacueTte
KOMMeHcaumm NpMHUMAeTCs, YTO CTOMMOCTb OAHOro 4daca coctaBnsieT 1/720 oT exemecsiHHON
ctoumoctn ycnyr. Obwee Bpemsi [NpepblBaHUSA NpedoCTaBNeHUs YCNyrM paccyvTbIBAETCS Kak
cymma Bcex [lpepblBaHWin 3a BbIMETOM  HEKOMMeHcupyemoro BpemeHu [lpepbiBaHus
npegocTaBneHns YCnyru, paBHOrO, COrMacHO YyKa3aHHOMY B [OaHHOM MYHKTE KO3 UUUEHTY
OOCTYMHOCTW, OKpYyrnsieTcd OO Lenoro KonmuyecTBa YacoB cregywwmm obpasom: B GonbLuyio
CTOPOHY, ecnu HenomnHbIv Yac coctaenset 30 (Tpuguate) u 6onee nocnegoBaTenbHbIX MUHYT, B
MEHbLLYIO CTOPOHY, €CMNY HEMOMHbIV Yac COCTaBMseT MeHee TpuauaTth nocnegoBaTenbHbIX MUHYT.
[aHHas komneHcauusi SIBMSIETCS €4WHCTBEHHBIM M UCKITHOYMTENbHBIM BO3MeLLeHnEM ABGOHEHTY
yuiep6a 3a c6ou B NpefocTaBneHumn YCnyr.
MpepbiBaHMEM MpefocTaBneHnst YCnyr He SBNSATCA NepepbiBbl CBS3U, Bbl3BaHHbIE NPOBEAEHUEM
NNaHoBbIX NPOMUNAKTUYECKUX pPaboT WM  OOCTOATENLCTBAMW, BO3HUKIWIMMW HE MO  BUHE
Onepartopa.
BpemeHem Hauana npepbiBaHua Ycnyr saensietca obpaweHne ABOHeHTa B TexHUYecKyto
nogoepxky Onepatopa wwunu nokasaHusa ycnyrm MoHuTopuHra Onepartopa w/unnm MOMEHT
obBHapyxeHus HemcnpasHocTn OnepaTtopom. Bpems 3aBepLueHns npepbiBaHWs yCnyr UKCcMpyeTcs
OnepaTopom no cakTy 3aBepLUEHNA BOCCTAHOBUTESbHLIX paboT.
AGoHeHT npu nonb3oBaHuK ycnyron Colocation Onepatopa rapaHTupyeT, 4TOo obopynoBaHue,
pasMellaemoe B gataueHTpe Onepatopa, npuHagnexunt ABOHEHTY Ha 3aKOHHbIX OCHOBAaHMWSX, B
crope, MoA apecTtoM, B 3arnore He CoCTouT, He obpemeHeHO npaBamu TpeTbux nuu. ABGOHEHT
CaMOCTOSITENbHO OTBEYaeT 3a [OCTOBEPHOCTb YKa3aHHbIX B HacTosilem nyHkTe PernameHTa
rapaHTui. B cny4ae HactynneHuss pgns AGOHeHTa COOTBETCTBYKOLMX HebnaronpuaTHbIX
NocneacTBUN, CBSI3aHHbIX C HapyweHnem AOOHEHTOM rapaHTUMHBLIX YCMOBWUWA, W3MOXEHHbIX B
HacTosileM nyHkTe PermameHnta, Onepatop 3a ykasaHHble NOcneacTBUs OTBETCTBEHHOCTU He
Hecer.

10. YCNNOBUA NPEOOCTABINEHUA YCNYT DEDICATED

B cnyyae npepoctaBneHus Onepatopom o0060pygoBaHMs, MporpamMHOro obecneyeHus wu

TeXHU4ecknx cpeacTts, ADOHEHT 00s3aH MCNoNb30BaTb MX UCKMIOYUTENBHO Afs MonydeHus Ycnyr

OnepaTtopa. OTBETCTBEHHOCTb 3a HapyweHue npaB Onepatopa W TpeTbMX 1L, Ha

npegocTaBreHHOe nporpaMmHoe obecrnedeHne w/unu nopyy wunuM noTepr MpenoCcTaBIieHHbIX

060pyaoBaHNSt U TEXHUYECKUX CPeacTB LeNMKOM HeceT ADOHEHT.

Ha npepoctasneHHom o6opynosaHun (dedicated) AGoHeHT 065a3aH:

e ucnonb3oBatb ogMH MAC-agpec Ons Kaxaoro BbIAENEHHOro Anis nogkntoyeHus nopta. B
cnyyae nopkntoveHnss Kk nopty OnepaTopa KOMMYyTauUMOHHOro obopydoBaHus — unu
MCMOMb30BaHNs  TEXHONMOTMMW  BUpTyanu3aumyM cepBepa, KONMMYeCTBO  AOMYCTUMBIX  Ha
BblaeneHHoM nopTy MAC-agpecoB oroBapvBaeTcsi OTAENBHO;

e UCKITHOYUTL UCMONb30OBaHME MPOTOKOMOB M TexHororun Spanning Tree, Multicast, Broadcast
Forwarding, a Takke Bce ppyrve Buabl Broadcast, 3a wucknouyeHnem ARP, Ha Bcex
UHTepdencax, NOAKMYEHHbIX kK ceTn Onepartopa;

e UCNonb3oBaTb CTaHAAPTbl, OTHOCALMECA K AaHHOM TexHororuu, BkrtodeHHble B RFC2600
(STDO0001 Internet Official Protocol Standards) [http://www.ripn.net/nic/rfc/rfc2600.txt].

B cnyyae Bbixoga M3 CTpOS  KOMMEKTYOLIMX, SBAAKOLWMXCSA 4acTblo  obopydoBaHus

npegocTaBneHHoro A6oHeHTy B apeHay, Onepatop 00si3yeTcsi 3a CBOW cyeT B TeyeHne 12 yacos

3aMEeHWUTb BCe Bblledwe U3 CTPOA KOMMMEKTyllM e Ha aHanormdHble. [pu  oTcyTCcTBUM

HeobOxoaMMbIX KoMmnekTyowux OnepaTop BNpaBe 3aMeHUTb UX Ha Apyrve C XxapakTepucTukamm He

XyXKe 3aMeHSeMbIX UIN MHbIe NO cornacoBaHuio ¢ OnepaTopom.



10.4.

10.5.

10.6.

10.7.

10.8.

10.9.

10.10.

10.11.

B cnyyae Bbixoga w3 CTPOS KOMMMEKTYIOLWMX, SBASIOWUXCA 4YacTblo  06OpydoBaHwus,
npepocTtaBneHHoro AGoHeHTY B apeHay B pexume «[lloa 3akas» (oTcyTcTBylowme B Tapudax Ha
MOMEHT BbIXOAsi U3 CTPOSl), 3aMeHa KOMMIEKTYIOLLMX MOXET ObiTb Mpou3BeAeHa Ha aHanorm4yHble
n3 mMMerwWwmxcs Ha cknage OnepaTtopa. B cnyyae oTcyTcTBMS MOAOOHbLIX KOMMMEKTYOWMX Y
Onepatopa, Onepatop He HECET OTBETCTBEHHOCTM 3a NPOCTON B paboTe 060opynoBaHUs B TEHEHUN
BPEMEHW JOCTaBKM HOBbIX KOMMMEKTYIOLWMX Ha cknag OnepaTopa nocTaBLUyKaMMu.

Cpok wucnomnHeHnst 00s3aTenbCTB MO OKa3aHWK YCryrM CopasMeEpPHO MEPEHOCUTCS Ha CPOK

NPOBEAEHNS PEMOHTHbIX paboT u okpyrnseTca 0o 24 yacoB. MoOMEHTOM BbIxoga M3 CTPOS

cumTaeTtcs yBegomrieHne AGOHEHTOM AeXypHbIX cryx6 Onepartopa.

Onepatop He HeceT OTBETCTBEHHOCTU 3a COXPaHHOCTb MHopMauun ABGOHEHTa Ha BbileweM u3

CTpOS Unu 3ameHsieMoM ob6opynoBaHun. BocctaHoBneHne nHgopmaumm Ha Takom 06opygoBaHuw,

Kak 1 nepeHoc JaHHbIX Ha HoBoe ObopyaoBaHue, ABNSETCA OTAENbHON, BO3ME3AHON YCMYron.

YcTaHOBKa OMepaumoHHbIX CUCTEM MPOM3BOAMTCS MCKITHOYMTENBHO Ha cepBepHoe obopyaoBaHue

npepocTtaBnsemoe A6oHeHTy B pamkax ycnyru Dedicated.

Onepatop NpPOM3BOAMT MEPBUYHYIO YCTAHOBKY OMEPALMOHHON cucTeMbl Ha 0bopyaoBaHue

npegocTtaBneHHoe ABOHEHTY B criyyasx, Kkoraa:

e ornepauMoHHas cuctema npegHasHaveHa anst paboTbl ¢ apeHgoBaHHBIM 060pyaOBaHNEM;

e AGOHEHT MMeeT NMLIEH3NI0 Ha MPaBO MCMONb30BaHUS ONepPaLuoHHON CUCTEMBI;

e oOnepaunoHHasa cucteMa MMeeT cBoboaHO pacnpocTpaHsaemyto nuueHsunto (GPL,BSD u np.);

e apeHa N1LEH3MM OCYLLECTBIIEHA B pamMKax nporpammbl NMueH3MpoBaHus npogyktoB Microsoft
SPLA;

e  ONCTPMOYTMB OMepaumoOHHONM CUCTEMbI leranbHO AOCTYMNEH B CETU MHTEPHET ANS CKa4yMBaHUA U
ucnonb3oBaHua nobomy xenatowemy (Open Source).

OnepaTop He NMPOM3BOAMT YCTAHOBKY M HACTPOWKY NoGOro Apyroro nporpamMHOro obecneyeHus,

32 WUCKMIOYEHMEM BKIMOYEHHOTO B MUWHUMAIbHYK KOH(UIypauuio OnepauuoHHON CUCTEMBI.

dopmuposaHue nporpammHoro RAID maccuBa B 6a30ByH0 YCTaHOBKY HE BXOAUT.

BasoBas ycTaHOBKa M HAaCTPOWKa ONepaLnoOHHON CUCTEMBI BKITHOYAET CReaytoLme NyHKTbI:

e pa3buBka KeCTKOro Aucka Ha pasgenbi;

e (bopmaTupoBaHue pa3genos;

e yCTaHOBKA OMNEpPaLMOHHOW CUCTEMbI B MWHMManbHOM OObeme, [OOCTaTOMHOM  AnA
(PYHKLMOHNPOBAHUSA CETU U CPEACTB YOANEHHOro yrpaBlieHUs CEPBEPOM;

e HacTpoWka ceTeBoro uHTepdenca (ycraHoska IP agpeca, wnio3a no ymonyaHumoo, Macku ceTu,
aZipeca cepBepa UMeH);

e 3ajaHue napons Ans agMmHUcTpaTopa cucTembl W/unnmn O4HOro Nofb3oBaTens;

e HacCTpoWKa cpeacTB yaaneHHOro ynpasneHus cepsepom. B onepaunoHHon cucteme Windows B
KayecTBe TakoBOro ucnonb3yetcs cnyxba Remote Desktop, B nmpoumx cuctemax, Hanpumep
Linux, FreeBSD u 1.n., ncnonbayetcsa Secure Shell — ssh.

lMpoBepka kayecTBa YCTAHOBKM OMNepauuoHHOM cuctembl U paboTocnocobHocTn ceTu

nponssogutcsa OnepaTtopom nocpeactsoMm otnpasku [ICMP  3anpocoB K  norpaHU4HOMY

MapLUpyTU3aTopy CETU UMK K APYroMy pecypcy Haxoaswemycs BHe cdpepbl BNusaHust Onepatopa u

ycnewHas nombiTka aBToOpM3auMn Ha cepBepe C MOMOWbBK  CpPeacTB  YAaNeHHOoro

agMUHUCTPMPOBaHUS.

11. YCNYrA APEHObI YCTPOMUCTBA IP KBM-OOCTYNA
B npouecce okasaHusa Ycnyr Colocation nnn Dedicated AGOHEHTY MOXET NOHaZobuUTLCA MONy4YnTb
yAaneHHbln JoCcTyn K 00OpydoBaHWIO Ha YPOBHE MPSAMOro He3aBUCMMOrO  (OU3MYECKOro
noakntoveHusi. Onepartop no 3anpocy AGOHEHTa, MpU HaNM4YUM CBOBOAHBLIX (HE 3aHATLIX APYrMMM
aboHeHTamu) ycTponcTB cunamm Cnyxbbl TEXHUHECKON NoaaepKKN NPOU3BOAMT noaknioveHue |P-
KBM ycTtponcTea (ganee «Ycrponctsar) k obopyaosaHuio AboHeHTa.
YCTPOWCTBO MOAKMIOYAETCA HENocpeacTBEHHO K nopTtam Ha obopyaoBaHum  ABGOHeHTa
nocpeacteoMm pasbemoB VGA (D-Sub DB15-F) n USB nnun COM. B cnyvae oTCyTCTBMS TaKOBbIX
pasbeMoB Ha 0b6opyaoBaHUN YCTPOMUCTBO He NOAKMYAEeTCs, a ycrnyra He okasblBaeTcsl.
Ina pabotocnocobHocTn ycnyrm «ApeHga yctpowncTtea IP-KVM-goctyna» AGOHeHTy Tpebyetcs
nogkntoveHne kK cetn NHTepHeT Ha ckopocTu He meHee 64 Kout/c; Gpaysep Internet Explorer ¢
paspelieHneM Ha BCMfblBalLWME OKHA; B OMNEepaLMoOHHOW cpede KhveHTa pJorkHa ObiTb
yCcTaHoBreHa paboTtocnocobHas Bepcus Java Runtime Environment (JRE).
Bclo 0TBETCTBEHHOCTL 32 HEBO3MOXHOCTL MCMOSb30BaHWSA YCTponcTBa HeceT AGOHeHT. OnepaTop
obecneynBaeT MCKIMIOYUTENBHO BO3MOXHOCTb MOAKMIOYEHUS K YCTPOWCTBY MO BbIChITAEMbIM
pekBmM3MTam ocTyna.
ABOHEHTY NPeaoCTaBNATCS YHUKANbHbIE PEKBU3UTLI AOCTYNA K YCryre Ha BPeMsl UCMOMb30BaHuWs
YcTtpovictBa. Bca OTBETCTBEHHOCTb 3a nNtobble OENCTBUS, BbINOSIHEHHBIE C WCMOSNIb30BaHUEM
PEKBM3UTOB AOCTYMNa Ha YCTPONCTBO, NexXuT Ha ABoHeHTe.
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12.1.

12.2.

12.3.

12.4.

12.5.

12.6.

12.7.

12.8.

12.9.

12.10.

12.11.

MakcmumanbHoe BpeMsi NpegocTaBneHnst Yenyru - He 6onee 4 4acoB eAMHOBPEMEHHO, eCIn 3TO He
OroBOPEHO OTAENbHO. o UCTeYeHUn ykasaHHOro BpemeHu Ycrnyra MoxeT 6biTb npekpalueHa 6e3
[ONONHUTENBHOro yBeaomneHus AGoHeHTa.

Ycnyra okasbiBaeTca no 3asBke wn/mnu PacnopsbkeHuto ABoOHeHTa B TeuyeHue 4-X 4acoB npu
HanUuMM TexHUYecKorW BO3MOXHOCTWU. [lo npowecTBun ykasaHHoro BpemeHu OnepaTtop Brpase
nepegaTb YCTponcTBO APYyroMy AGOHEHTY.

12. NIOPAQOK NMPUEMA, PABMELLEHUA, BEMOHTAXA U BO3BPATA
OBOPYOOBAHUA MNMPU OKA3AHUU YCITYT COLOCATION

AGOHeHT 3a cBon cyeT pgoctaendetr O6opygoBaHve u nepepjaeT ero Onepartopy no agpecy
pasmMelleHus daTtaueHTpa, npegoctaBneHHomy OnepaTtopoM. OnepaTop He XpaHuT Tapy Wu
ynakoBky oT O6opygoBaHnsi AOOHEHTa 1 He OpraHusyeT ee Bo3BpaT ADOHEHTY.
Mo okoH4aHuKM cpoka aencteus [orosopa Onepatop no TpeboBaHuMio ABGOHEHTa 0653aH BEpPHYTb
ABOHeHTY npuHagnexatlliee emy Ob6opyaoBaHNe B AeCATUOHEBHbINA CPOK.
B cnyyae, ecnu no okoH4YaHuu cpoka Aencteus [oroBopa ABoHeHT He npuHan y OnepaTopa
npuHaanexawee AbGoHeHTy O6opygoBaHve B TeuveHue 30 (Tpuauatv) AHeW C MOMEHTa
npekpalleHus okasaHus ycnyr no [orosopy, OnepaTtop MMeeT MpaBO pacrnopsavTbCs OaHHbIM
Ob6opynoBaHUEM MO CBOEMY YCMOTPEHUIO.
OnepaTtop He BLINOMHSAET 3aBeplueHWe paboTbl MporpaMMm Ha pa3meliaemoM O6GopygoBaHUK
nepepn ero OTKIMYEHMEM, ECIIN NHOE HE OTOBOPEHO B [lorosope.
Mpun pactopxeHun [oroBopa OGopynoBaHne Bo3BpallaeTcssi AOOHEHTY TOSbKO MOCIEe noralleHus
UM BCEX 3afo0JDKeHHoOCTen, mmetowmxcs nepen Onepatopom no [oroBopy. [Jo 3TOro MomMeHTa
OnepaTop nmeeT npaBo Ha yaepxanne ObGopygoBaHus y cebs B cooTBeTcTBUM cO CT. 359-360
MpaxpaHckoro kogekca Po.
Onsa pasmeweHns ObopynosaHua ABoHeHTa B faTaueHTpe Onepatop npegoctaBnset AGOHEHTY
HeOOXO4MMOE KONMUYECTBO KOMMYHUKALMOHHBIX CTOEK, MacCUBHOrO CceTeBoro obopynoBaHus
(kabenen, pasbeMOB, KOMMYTALWOHHbLIX NaHenewn, NaTy-kKOpaoB pas3nNMYHoOro Tuna), 6rokoB po3eTok
N OpyrMx HeobxoOAuMbIX 3NEMEHTOB, 3IEMEHTOB KpPENNEeHUs (KOMMMeKTbl BUHT-Wanba-rarka ans
ctoek/wkados 19"), a Takke HeOBXOAUMOro CTaH4APTHOrO MHCTPYMEHTA.
Ona obecneveHnsa paboTocnocobHocTn ObopynoBaHua npepocTaBnseTcs 6HecnepebonHoe
aneKkTponuTaHue HanpshkeHnem 220B u vactoton 50Mu. B cnydae, ecnm O6opynoBaHuio
TpebyloTca Apyrve napameTpbl 3MeKTponuTaHus, To HeobxoauMmble anekTponpeobpasoBaTtenu
npepnocTasnstoTca Onepatopy AGOHEHTOM.
Ins opraHmsaummn goctyna mM3 cetn VIHTepHeT k pecypcam ABGOHEHTa 1 AocTyna B ceTb MHTepHeT
pecypcoB AGOHeHTa npomnsBoantcsa noakntodeHne Ob6opypnoBaHus ABOHEHTa K BHYTPEHHEWN CETU
pataueHTtpa. lMogkntoyeHne O6opyaoBaHus AOOHEHTa K CeTuM AaTaueHTpa Mpou3BoAUTCS MNpwu
nomow kommyTtaTopoB Ethernet. [Ona nogknioueHua O6opynosaHua A6oHeHTa OnepaTop
npepocTaBnsieT HeOOXOAMMOE KONMMYecTBO NMOpTOB KommyTatopoB Ethernet. YBenuueHue uucna
apeHayeMbix ABGOHEHTOM nopToB KommyTatopa Ethernet npowussoguTcsa no gononHuTensHomy
cornatueHuno Mmexay CTtopoHamu.
Onepatop 00s3yeTcs yBeOoOMIATb TEXHWYECKUMA nepcoHan ADOHeHTa O MpoBefeHun
npodumnakTu4yeckmx paboTt B ceTax n Ha obbekTax He MeHee YyeM 3a 2 (aBa) pabouux AHS 0o AaThl
ux nposeaeHusi. CymmapHoe Bpems npoctost ObopynoBaHnss AGOHEHTa U/Mnu OTCYTCTBUSI AOCTyna
n3 cetn MHTepHeT k pecypcam ABGOHeHTa u/unu goctyna B cetb VIHTepHeT pecypcoB AGOHEHTa He
[OIDKHO npeBbiwaTth 6onee 6 (LwecTtn) yacoB noapsg B HOYHOM nepuod u He 6onee 2 (OByx) Yacos
B AHEBHOE BpeMS.
OnepaTtop 006s3yeTcs cogepxatb ObGopymoBaHume AGOHeHTa, pasmellaemoe no [orosopy B
pataueHTtpe OnepaTopa, Hagnexawmm obpas3oM, obecneuymBasi 6€30MacHOCTb, COXPaHHOCTb U
apyrve ycnoeusi, Heobxogumble s HopmanbHow paboTbl O6opynoBaHMsS B COOTBETCTBUM C
TpeboBaHnsaMM No akcnnyaTaunm OOOpyooBaHUS U OPYTUMU HOPMATUBHBLIMWU AOKYMEHTaMu, O5is
yero obecneymBaeT, kak MWHUMYM, HanUune KpyrrocyTo4YHOW paboToCNOCOBHOCTU: CUCTEMBI
NoXXapHOW M OXPaHHOW CUrHanusauuu; CUCTEMbl NoAOepXKaHUs TEenmnoBOro M BNAXHOCTHOrO
PEXMMOB; CUCTEMbl ABTOMATUYECKOrO Tra30BOr0 MOXAPOTYLUEHUS; CUCTEMbl 3aliuTbl MO
3ANEKTPONUTAHMIO; CITY>KObl OXpaHbl; MHbIX OPraHM3auNOHHbBIX M TEXHUYECKMX CIYX0.
C uenbto obecneyennss nHHopMaLMOHHON 1 umsmyeckon B6esonacHocTu nepcoHanoMm OnepaTopa
npoBoguTcsl obsi3aTenbHas npoBepka pasmellaemoro AboHeHTom O6opyaoBaHua. [lpoBepka
NpOBOAWTCS KakK Mpu nepBoHayarnbHon ycTtaHoBke ObopygoBaHuda B AataueHTpe Onepartopa, Tak 1
nocrne Kaxgoro crny4vasi TEXHUYECKOro obcnyxuBaHusi cunamum ABOHEeHTa, M BKIOYaeT OCMOTP
U3HYTpU Kaxgon eamHuubl O6opydoBaHus. YkasaHHas npoBepka Npou3BOAUTCS B NPUCYTCTBUM
npeactasutens AboHeHTa. Bce nsmeHeHus coctaBa KOMMNOHEHTOB pa3meluaemoro O6opyaoBaHus
dukcupyloTca  cooTBeTcTBYlOWMMKU  AkTamu. B cnyvae o6HapyXeHuss HepaboToCnoCOBHbIX
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12.12.

12.13.
12.14.

12.15.

13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

13.8.

14.1.

14.2.

14.3.

14.4.

komnoHeHToB ObopyaoBaHus, OnepaTop BNpaBe oTkazaTb ADOHEHTY B OKa3aHWUW YCIyru, a Tak Xe
He npuvHMMaTb Takoe OBopyaoBaHuMe K pasMeLLeHuIo.

BbikntoyeHne O6opynoBaHus nepcoHanom JaTaueHTpa OnepaTtopa B cnyyasx,
NpegycMOTPEHHbIMM  HacTosAwmum [JoroBopomM W PernameHToM, OCYLLECTBNASETCA Cnocobom,
OroBopeHHbIM npu npuemke O6opynoaHua OnepaTtopoMm. Ecnn AGOHeHT 3abnaroBpeMeHHO He
coobwmn nepcoHany pataueHtpa Onepatopa O MeTofe BbikntoveHus OBGopyaoBaHWUsi, OHO
BbIKIMOYaeTCa METOAOM, KOTOPbIN nepcoHan gataueHTpa OnepaTtopa COYTET uenecoobpasHbim. B
nocnegHem crnydae ABGOHEHT CaMOCTOSTENIbHO HECET OTBETCTBEHHOCTb 3a KOPPEKTHOCTb paboThl
MO, ycTaHOBNEHHOro Ha pa3melieHHom O6opyaoBaHMKM, NOCHE TAKOro BbIKIMHOUYEHMUS.

Bpems n mecto nepegayun ObopynoBaHus onpeaensietcs OnepaTopom.

YnonHoMoueHHbI  coTpyaHuk Onepatopa nepepaetr O6opydoBaHue OEWCTBYHOLEMY MO
[oBepeHHOCTU ABOHEHTa nuuy NMbo ABOHEHTY No akTy npuemMa-nepeaayn ObopyaoBaHus.

Bce pabotbl npoBogumble B [ataueHTpe NO YcTaHOBKE WM AemoHTaxy OOopyaoBaHus
OCYLLECTBMAETCS MCKNoYMTensHoO cunamm Onepatopa.

13. TPEBOBAHUA K PASMELLAEMOMY B OATALUEHTPE ONEPATOPA OBOPYOQOBAHUIO
O6opynoBaHve ABOHEHTa AOMKHO MNPONTU 3KCMEPTHYK OLEHKY TEXHUYECKOro npeacTaBuTens
Onepatopa, KOTOpbIN, B Cry4ae HeoOXOAMMOCTM, MOXET noTtpeboBaTb €ro 3aMeHy wnu
npoBeAeHne moandukalmu,

CepepHoe Ob6opynoBaHMe ABOHeEHTa OOIMKHO ObiTb cOOpaHO B Koprnycax, MOArOTOBMEHHbLIX OIS
MOHTa)ka B CEPBEPHYK CTOWKY Mnu wkad wupuHon 19". TexHonoruveckmin pasmep 1 Unit (1U)
paBeH 45 MM B BbICOTY, 475 MM B wupuHy (19"). MnybuHa He gorkHa npesbiwaTth 700 MM, a Bec
1U obopynoBaHuns He gormkeH npeebiwath 20 Kr.

AGoHeHT 00s13aH npepoctaBuTb OnepaTtopy Bce HeoOXoAuMble LUTaTHbIE akceccyapbl Ans
MOHTaxxa OBopyaoBaHUA B CTOWKY, Takue Kak penbebl (canasku) gnvHon 760 MM, LWHYpbl Unu
6noku nutaHusa nog «espoposeTky» Tun "F” (Schuko) no ctanpaptam CEE 7/4, 7/7, 7/16, 7/17 ecnu
pasbeM Ha obopynoBaHun otnuyaetcsa ot C14 no crtaHgoapty IEC, mHble akceccyapbl KOTOpble
HeobxoaMMbl ANsi MOHTaXxa 060pyAOBaHNSA B CTOMKY.

CepepHoe ObopynoBaHue, cobpaHHOe B HEMPOMBILLIIEHHbIX KOprycax WA CUIbHO 3arblfieHHOoe
O6opynoBaHve K pasmelleHuio He npuHuMaeTcs. Pasmewaemoe AboHeHTom O6opyaoBaHue
OOIMKHO oOTBeyaTb TexHudeckum TpeboBaHnsM w TpeboBaHMAM K anekTpobesonacHocTy,
npegbsaBnseMbiM K obopyaoBaHMIO, pa3mellaeMoMy Ha y3nax CBA3W, U MMEeTb cepTuduKaThbl
cootBeTcTBUs [occTaHgapTa PO.

MoTpebnsemas MOLWHOCTb kKaxaon eauHuubl ObopyaoBaHus He gormkHa npeBbiwatb 2000 (oBe
Thicaun) BatT. B cnydae npeBbilweHus obopynoBaHuem AGOHeHTa MOTpPebrisieMon MOLLHOCTH,
OnepaTtop BnpaBe OTKMIOYUTbL Takoe 00opygoBaHUE OT CETU ANEKTPONMTaHMS.

O6opynoBaHUe AOMKHO MMETb BO3MOXHOCTb MOAKMIOYEHUst K kKommyTatopy Ethernet no mepgHow
BUTON nape (pasbeM RJ45). B cnyyae Apyrux BapwaHTOB MNOAKMIOYEeHUss obopyaoBaHus Bce
HeobxoaumMble NnpeobpasoBaTenn nHTepdencos npegoctasnseT AGOHEHT.

ABGOHEHT 00si3aH BBINOMHUTL YKa3aHHble TEXHUYECKMM nepcoHanom pataueHTtpa Onepartopa
OencTBusi No KOHUrypmupoBaHuio ceTeBbIX HTepdencos ObopyaoBaHUs.

KoppektHas pabota (He Gonee 1% notepb naketoB oT obuwero yucna |P-naketoB) nopToB
kommyTaTtopa Ethernet obecneumBaetcsa npu nukoBon 3arpy3ke He 6onee 70% OT yCTaHOBIEHHON
MPOMYCKHOM cnocobHocTu nopta. Mo pesynbTataM MNOAKMOYEHUA Ha apeHayeMoM ABGOHEHTOM
nopTy KOMMyTaTopa He OOMMKHO perncTpmpoBaTbCsa OWMOOK nepedayn AaHHbIX. BeiCokuin ypoBeHb
owmnbok (bonee 10% ot obuero yucna IP-nakeToB) Ha NOPTY KOMMYyTaTopa ABMSeTCsS OCHOBaHMEM
0N NPUOCTaHOBKU OKa3aHus YCnyr.

14. 4OCTYN K OBOPYOOBAHUIO N NOCEWWEHWE ABOHEHTOM OATALEHTPA
ABOHEHT MMeeT npaBO Ha BbIMNOMHEHWE NPOMUNAKTUYECKUX UMW WHbIX paboT Ha CBOEM
O6opynosaHuu, pasmeLléHHom no [loroBopy B AataueHTpe OnepaTtopa.

K ykazaHHbIM B N.14. HacToswero PernameHTa pabotam JOnyckatoTCsl TEXHUYECKME CneunanuncThbl
AGOHeHTa, obnagatolwme [OCTATOMHBIMM 3HAHWAMM Anst camocTosTenbHoro (6e3 nomolm
nepcoHana Onepartopa) BbINONIHEHNST HEOOXOAMMbIX paboT.

dusmyeckni goctyn AboHeHTa Kk O6opygoBaHMio, pasMeléHHomy no [oroBopy B AaTaueHTpe
OnepaTopa, Bo3amoxeH B paboune gHm ¢ 9:00 go 18:00 no npenBapuTesnbHON 3asiBKE HE MeHee
yem 3a 24 (pBaguaTb 4YeTbipe) yaca, cymmapHo He Gonee 10 (gecaTtn) yacoB B Mmecsu. [log
pabouMn OHAMU NOHUMAKOTCA KaneHgapHble OHW roga, Kpome BbIXOAHbIX (Cy600Ta, BOCKPECEHDBE)
W NpasgHWYHbIX OHen (C y4eTOM nepeHoca BbIXOAHbIX U MPa3fgHUYHbIX OHEW B COOTBETCTBMMU C
OencTeylolWMM 3akoHogaTensctBoMm P® u MNMoctaHoBneHuamu MNMpasutenscrea P®).

OkcTpeHHbIn pgoctyn (B nwoboe Bpems ©6e3 orpaHudeHun) Ab6oHeHTa k O6opygoBaHuio,
pasmMelleHHomy no [oroBopy B paTtaueHTpe Onepartopa, BO3MOXEH Npu MNpeLBapUTESNIbHOM
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14.5.

14.6.

14.7.

14.8.

14.9.

15.1.

15.2.

15.3.

15.4.

15.5.

15.6.

yBegomneHnn Onepatopa He MeHee 4yeM 3a 30 MUHYT o0 npubbiTMa ABoHeHTa, n onnadmBaeTcs

ABOHEHTOM OTAENBHO.

Doctyn k OBopynoBaHuio MOXeT ObITb NpedocTaBrneH He Oonee 4YeMm OBYM MNPeACTaBUTENSM

opHoro AboHeHTa ogHoBpeMeHHO. OrpaHnyeHme goctyna AGOHEHTa BO3MOXHO:

e pu ycrnoBuu 4TO AeHb noceweHns ABoHeHTOM gaTaueHTpa OnepaTtopa siBnseTca Hepabounm
(MpasgHUYHBLIM);

e [pW YCNOBWM HACTyMNneHms obCcToATENbCTB, YKadaHHbIX B pa3gerne 8 [loroBopa;

e Mpu ycrnoBum npoBedeHuss B pataueHTpe Onepatopa MNaHOBbIX NPOMUITAKTUYECKNX
MEPONPUATUIA U/UIN HANUYNS aBapUNHbIX CUTYaLUi;

e Mpu OTCyTCTBUM Y npeactaBuTenss AOOHeHTa [oBepeHHOCTM OT ADOHeHTa Ha npaBo
npoeefeHus pabot ¢ ObopynoBaHnem.

MpogomknTensHOCTbL BbINONHEHUS AOOHEHTOM paboT B paTaueHTpe Onepatopa He AOMmKHA

npeBbllWaTh Tpex YacoB noapsad. B cnyyae npeBbileHNss BpeMeHN He0BX0AUMOro Ans 3aBepLUeHns

pabot, AGOHEHT onnaymMBaeT JOMNONMHUTENbHOE BPEMS COrNacHoO TapndoB.

B pataueHTpe OnepaTtopa AGOHEHTY pa3peLuaeTcs:

e BbINOMHATL paboTbl TONbko Ha cobcTtBeHHOM OOOpyLOBaHWKW, HE BHOCA Momex B paboTty
oKpy»xatoLlero obopyaoBaHums;

e Ccunamm [OEeXypHOro wuHxeHepa ycTaHaeBnuBaTb O6opyaoBaHWe B CTOWMKY, OCYLLECTBMATb
KOMMYTaumIo;

e MonyyaTb TEXHUYECKYID KOHCYNbTauMl CneumanucTtoB TexHUYEeCKOM noggepXkku —ycryr
Colocation npy BO3HWMKHOBEHUN TPyAHOCTEN ¢ HacTponkon ObopyaosaHus;

e MpPOWU3BOOUTL HACTPOMKY M peMOHT cBoero OBopyaoBaHMs TOMbLKO B creunanbHO OTBEAEHHOM
OnepaTtopom A 3TOro Mecte AaTtaleHTpa.

B pataueHTpe OnepaTtopa AGOHeHTY 3anpeLlaeTcs:

e BbINOMHATb NOAKMNIOYEHNE K 0O0PYAOBaHMIO, HE NpuHagnexawemy AGOHEHTY;

e BHOCUTb U3MeHeHwusi B komMyTauuto O6opyaoBaHus;

e BKNIOYATb UMK OTKNOYATbL UHXeHepHOe 0bopyaoBaHMe gaTalUeHTPa;

e KYpUTb M HAXOAWUTCSA B HETPE3BOM COCTOSIHWUM, @ TakXKe Nnog BNUSHNEM HAaPKOTUYECKNX BELLIECTB.

Mo cornacoBaHuio ¢ OnepaTtopoM, ADOHEHTY MOXET ObiTb NPeaoCTaBneH KOHCOSbHbLIA OOCTYM K

O6opynoBaH1io, WCKNoYaWmun HeobxoanmocTb AeMoHTaxa O6opynoBaHust (ycriyra apeHabl

ycTtpowncTea IP-KBM goctyna).

15. YCITIYT'A MOHUTOPUHIA COCTOAHUA OBOPYOOBAHUA U CEPBUCOB.
Ycnyra MOHUTOPUHIa 3akroyaeTcs B Nepuoanveckmx npoBepkax Ha AOCTYNHOCTb obopyaoBaHus 1
CepBUCOB, pa3MeLLEeHHbIX UcknounTensHo B [lataueHTpe OnepaTtopa.
O6opynoBaHMe 1 CepBUCHI BKMIOYAKOTCA B MOHUTOPUHI COrNacHo 3asBke, nogaBsaeMon AGOHEHTOM.
Bo3moxxeH moHuTopuHr cepsucos: FTP, HTTP, HTTPS, SSH, POP3, SMTP, IMAP, DNS, MySQL,
PING, TCP, UDP. Onepatop Bbiaaetr A6oHeHTy IP agpec cepsepa, ¢ koToporo 6yayt
NpOn3BOANTCS NPOBEPKM, a TakKe AOMOMHMTENbHbIE WHCTPYKUUM MO HacTpOWKe CepBUCOB ANA
nposepkn. B cnyyae, ecnu TakoBble WHCTPYKUMM BbIMOMHEHbI He OyayT, MOHUTOPWHT
NpuoCTaHaBNNBaETCH.
OnepaTop u3BellaeT ADOOHEHTa O KPUTUYECKMX M3MEHEHUSIX COCTOSIHUSA ODOpPYLOBaHWUS W/UMn
cepBUCa KPYrIOCYTOYHO MOCPEACTBOM OTMNPaBKM KOPOTKOro coodweHuss SMS Ha MOOUIbHbBIN
TenedoH Wwunu OTMpaBKM COOOLLEHMS HA agpec JrEeKTPOHHOM Mno4vTbl ABGOHEHTa, COrmacHo
HacTosLero PernameHTa.
OtnpaBka SMS npousBoanTCca TONbKO B crnyvae noarBepxaeHuss AGOHEHTOM YKa3aHHOro um
MOBunbHOro Homepa. [JaHHoe NOATBEepXAeHWe OCYLeCTBNSeTCcA OoTnpaBkon TectoBoM SMS Ha
ykasaHHbli AGOHEHTOM MOOUMbHLIA HOMEP C YHUKanbHbIM MAEHTUPUKALMOHHBIM HOMepoMm. B
cnydae, ecnnm ABOHeHT He HasbiBaeT OnepaTopy ykasaHHbI B cOobLleHUN naeHTUMKaLNOHHBIN
HOMep WNKN HasbiBaeT ero HeBepHO, ycryra yBegoMIeHust ¢ nomoupto SMS He okasbiBaeTcs.
OTnpaBka NpoM3BOAMTCS TOMbKO HAa OAWMH MOBUIBHBIA HOMEP.
AGOHEHT BMpaBe OTKa3aTbCs OT MOSy4YeHUS UM YBELOMIIEHWUM MO SNEKTPOHHOW noyTe unu SMS B
noboe Bpems. [1na atoro oH 06s13aH yBegoMuTb OnepaTtopa NOCpeacTBOM CryXObl TEXHUYECKOM
noggepxkn. Onepatop oTkMNoYaeT PyHKUMIO yBEOOMITEHNS B TeyeHnn 24 yacos B paboyee Bpems.
MOHUTOPUHI PECypCOB OCYLLECTBIISIETCA TOMbKO MO OCHoBHOMY [P agpecy, npuCBOEHHOMY
A6oHeHTy OnepaTopom.
lMpoBepka cocTosiHMsa obopyaoBaHus npou3BoauTca Metoaom oTnpaskn ICMP coobuweHuns Ha
obopynoBsaHue ABOHeHTa perynsapHo, C MNEepUOAMYHOCTBIO 5 MWHYT M B Cryvyae W3MEHEHMs
COCTOSIHMSI MOBTOPHbLIMU NpOBEpKamMu Kaxayl MuHyTy. ®daktom obHapyxeHus npobnemsl
obopynoBaHUsA npusHaeTcs M3MeHeHue cocTosiHua obopyaoBaHust nocne 10 MOMbITOK NPOBEPKM
npu ycnosuu, ecnu y obopyaoBaHus HeT MpoBepsemMbix cepBucoB. B cnydvae, ecnu y
obopydoBaHWsi eCcTb MpOBeEpSieMble CEepBUCbl, TO Mpou3BoauTca uMXx nposepka. OTnpaBka
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15.7.

15.8.

15.90.

15.10.

15.11.

16.1.

16.2.

16.3.

16.4.

16.5.

16.6.

16.7.

16.8.

16.9.

16.10.

yBEeOOMITEHNST MPOU3BOOUTCHA B Crlydae M3MeHeHus cratyca obopydoBaHus Ha «paboTaery,

«HeJoCTyneH», «BOCCTaHOBMNeH». [loBTopHaa oTnpaBka npousBoauTcs kKaxable 120 MUHYT.

Onepatop Bnpaee OTKMIOYMTL NOBTOPHYKO OTMPAaBKYy YBEAOMIIEHWI, Cnn nHopMaums o npobneve

Oblna goBegeHa 4o NONb30BaTeNs UHLIMU CrocobamMm CBSA3M.

MpoBepKka COCTOSIHUA CEPBUCOB MPOU3BOAMTCS PErYIsipHO, MPU HOPManbHOM COCTOSIHUM CepBuUca

npoBepka npousBogutcs kaxable 10 MUHYT, NP U3MEHEHUWN Er0 COCTOSIHUSA - KaXKOble 2 MUHYTHI.

dPakToM 0OHapyxeHuss npobnembl cepBuMca MNPU3HAETCS W3MEHEHUE COCTOSIHUSI MOcne OBYX

nonbITOK npoBepkn. B cnyyae ecnu Bce cepBUCHI YyKasaHHOro 0OBOpPyAOBaHWS NPU3HAaHbI

npo6nemMHbIMKU, NPOM3BOAUTCS NPOBEPKa 060PYAOBaHUS.

OTtnpaBka yBedoOMIIEHMS MpPOM3BOOUTCA B Clyyae W3MEHeHuMs cTaTtyca cepBuca Ha

«lMpepynpexaeHne», «HeunsBectHoe cocTosiHuey, «Kputnuyeckasa owmbka», «BoccTaHoBREHMEY.

MoBTopHas oTnpaska npou3BoguTcs kaxaple 60 MuHyT. OnepaTop BnpaBe OTKIHOYUTE MOBTOPHYIO

OTNpaBKy yBeJOMIIEHWI ecnn uHopmaumsi o npobneme Gbina goBegeHa 4O NoNb3oBaTeNns MHbIMU

cnocobamu cBa3w.

Cunctema MOHUTOPUHIa CoXpaHsieT nocnegHve 21 nameHeHue cratyca obopyaoBaHNs U CEPBUCOB

Ons obHapyXeHUs1 COCTOsIHUSI MepuaHust (MepuoamMyeckoro M3MeHeHus crtaTyca). B cnydae

oBHapyXeHUss COCTOSIHUA MepuaHust Yy obopyaoBaHWs WNU cepBuca, OTNpaBka yBegOMITEHWN

BPEMEHHO npuocTaHaBnueaetcsa. OTnpaBka yBeooOMIIEHWUIA BO30OOHOBNSETCA B Cly4vae, €cnv no

pes3ynbTaTtaM aHanuaa nocrneaHux M3MeHeHUn MepLaHue ncyesaer.

OTnpaBka yBe4OMITEHUI NPOU3BOANTCS KpyrnocytodHo. Onepatop He rapaHTMpyeT goctaBky SMS

coobueHnss AGOHEHTY, Tak Kak aTa npouegypa nexut BHe cdepbl BnusaHua Onepartopa. Onepartop

He OoTBeyvaeT 3a cpabaTbiBaHWsi CUCTEMbl MOHWUTOPWHIA, Bbi3BaHHbIE MPOBEAEHUEM TEXHUYECKUX

UNN pernaMeHTHbIX paboT, MPUMOCTAHOBKM OKas3aHusA YCryr Mo [AOroBOpY, WM WHbIX OENCTBUN

Onepatopa vnu TpeTbux nuu cornacHo [loroBopy n PernameHTy.

Onepatop BnpaBe OTK/OYUTL YCIYry MOHUTOPUWHIA B Criydasx:

e 0oOHapyxeHus mepuanusa ctatyca O6opynoBaHus unu Cepsuca;

e otnpaBku 6onee 20 SMS coobLeHunn B Yac;

e [anuTenbHoro (6onee 4x CyTOK) HaxoXgeHuwss 00OopydoBaHMS WM CepBMCa B COCTOSIHUM
oBHapyxeHusi Npobnemsl.

16. YCIIYTA APEHAbLI MPOrPAMMHOIO OBECINEYEHUA MICROSOFT.
Ycnyra «ApeHga nporpammHoro obecneverus Microsoft» (ganee — Ycnyra) npeacraesnset cobon
oKasaHve ycnyrn no npefocTtaBneHvio yaanéHHoro goctyna kK nporpammam ans 9BM (panee —
Mpoaykt) komnaHum Microsoft Ireland Operations Limited (nanee — «[lpaBoobnagartenb») Ha
YCINOBUSIX EXXEMECAYHON onnaTsbl.
MporpammHble npoaykTbl Microsoft npegoctaensioTcas Onepatopom Ha OCHOBaHUW FIMLEH3VOHHOIO
cornawenuns «Microsoft SPLA», No3BonNsALWEro MCnonb30BaTbh 3TW MPOAYKTbI B KOMMEPYECKUX
uensx.
Hn ogHoO u3 nonoxeHun [oroBopa nnu PernameHTa He ABMASETCA U HE MOXET paccMmaTpuBaTbCs
Kak mepefaya WCKIIOYMTENbHbIX MpaB Ha MHTENNeKTyanbHyl cobcTBeHHOCTh [MpaBooGnagarens
n/unun Onepartopa.
Mo TpeboBaHuo [lpaBoobnagatena w/unu Onepatopa AGOHEHT o0643aH OCYLWECTBUTb
HeoOXxoouMMble Mepbl Ans OTMeHbl Nobov nepefjayv npae, OCYLLECTBMEHHOW B HapylleHue
TpeboBaHWi, ycTaHOBIEHHbIX NpaBoobnagartenem (Microsoft).
ApeHpooBaHHoe ABoHeHTOM Yy Onepatopa nporpammHoe obGecnedeHve Microsoft moxet ObiTb
YyCTaHOBIEHO TONbKO Ha obopyaosaHum OnepaTopa, apeHaoBaHHOM ABOHEHTOM.
ABOHEHTY 3anpellaeTcsa ygansitb, M3MEHSTb MM CKpbiBaTb Mobble yBegoMneHuss 00 aBTOPCKMX
npaBax, TOBapHble 3HaKW UK Apyrue yBegomMneHns ob nMyLecTBEeHHbIX NpaBax, CoaepXalimecs B
Mpopyktax NpaBoobnagarens;
ADOHEHTY 3anpeLlaeTcd BCKpbITUE TEXHOMOorMu, AeKoMnuisauMs u  gusaccembnupoBaHue
MpogyktoB [MpaBooGnagaTenss 3a  WCKMHOYEHMEM  Cry4aeB, MNPSMO  MPegyCMOTPEHHbIX
OencTBylLWMM 3akoHogaTenbcTBoM Poccuiickon ®epepaumuy;
ABOHEHT NpuvHMMaeT M cornawaeTcs ¢ TeM, 4To HuU Onepatop, HU [MpaBoobnagaTenb, HU ero
adunupoBaHHblE NULA He HEecyT OTBETCTBEHHOCTM W He BO3MeLlaloT YObITKM, Bbl3BaHHblE
MCnonb3oBaHNEM YChyr;
MpaBoobnagartenb 1 ero adunMpoBaHHbIe NuLa He NPeaoCTaBNSAT TEXHUYECKON NOAAEPXKKA B
OTHOLLUEHMWN OKa3aHus YCnyr;
AGOHEeHT p[aéT CBOE corfacume Ha packpbiTme Kacawowmxcsa OnepaTtopa CBEAEHUM O €ro
HaVMEHOBaHUN N PEKBU3NTax B OTHOLIEHUN KOHEeYHbIX nonb3oBaTenen — pUANYECKUX NNl UK
nepcoHanbHbIX [daHHbIX B OTHOWweEHWM KoHeyHbix nonb3oBaTenev — uanyecknx nuy
MpaBoobnagaTento n ero adUNMPOBaHHbIM NMLAM;
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16.11.

16.12.

16.13.

16.14.

16.15.

16.16.

16.17.

16.18.

16.19.

16.20.

16.21.

16.22.

16.23.

ABOHEeHT noaTBepxadaeT u cornawaetcsa ¢ Tem, yto [NpoaykTel MNpaBoobnagaTtens He ABNSIOTCA
oTkasoycTonumBbiMKU. MMpogykTel MpaBoobnagaTenss He npegHasHadeHbl AN UCMOMb30BaHMS B
cuTyauusix, B KoTopbix cbon [Mpopykta [MpaBooGnagaTtenss MOXeT MPUBECTM K CMEpTU Wnn
CEpPbE3HbIM  TENECHbIM MOBPEXAEHUSAM  KaKOro-nvbo nvua wunu  NpUYMHEHMIO  CEPLE3HOTO
dm3mdeckoro Bpeda UNU Bpeda OKpyxawlwen cpefe (danee — «UCMNofb3oBaHWE B ONacHbIX
ycrnosusix»). ABOHEHTY He npefocTaBnsaeTcs npaso ucnonb3oBaHus MNMpoaykros NpaBoobnapartens
C Uenbi X UCMONb30BaHUS B OMACHbIX YCOBUSIX UMW B CBSI3N C TakMMW YCIOBUAMM, B TOM YKCIIE,
HO He OrpaHu4MBasiCb, NPUMEHEHWEe B aBvaLUN WM OPYrMX OOLLECTBEHHbIX TPaHCMOPTHbIX
cucTemMax, Ha aTOMHbIX SMIEKTPOCTaHUMSIX UMM XMMUYECKUX 3aBogax, B MeOMUUHCKMX YCTPONCTBAX;
MpepoctaBneHne Ycnyr ADOHEHTY OCYLECTBISIETCA Ha  YCMOBUSAX C  OrpaHUYEHUsIMW,
npegycmoTpeHHbiMun  [OononHenvem Ne1 k  HacToswemy PermameHTy M OOKYMEHTOM
MpaBoobnagatens SPUR (npaBa uWcnonb3oBaHWs, NpeaocTaBfieHHble MOCTaBLUMKY —YCIyr),
pacrnonoXXeHHOM Ha  oduumManbHOM  UHTepHeT-canmTe [lpaBooOnagatenda no  agpecy:
http://www.microsoftvolumelicensing.com/userights/DocumentSearch.aspx?Mode=3&DocumentTyp
eld=2.

B uensx nonydeHusa Ycnyr, ABoHeHT 0b6sa3yeTca npegoctaBuTb Onepatopy B TeyeHue 2 (OBYyX)
pabounx p[Hen C MOMeHTa 3akasa Ycnyru, yAaanéHHbll [JOCTyn K MporpaMMHOMY  W/vnu
annapatHoMy obecneyeHuto AGoHeHTa, HeobxoauMbIN Ans BBOAA PerMcTpaLmMoHHOn nHopMaLmu,
KoTopasi wucrnonb3yetrcs npu nonydeHun AOGOHEHTOM Ycnyr, NpeayCMOTPEHHbIX HaCTOSALLMM
PernameHTom.

OnepaTop npegoctaBnseT AGOHEHTY yaanéHHbin goctyn Kk MNMpoaykram lNpaBoobragaTens B CPoK
He no3gHee 2 (4Byx) paboyMx OHEM ¢ MOMEHTa 3akasa Ycnyr. B cnyyae HeucrnomHeHusi B CpokK
ABOHEHTOM 0053aTenbCTB, NPEAYCMOTPEHHbIX MyHKTOM 16.13. HacTodAwero PernameHTta cpok
oKasaHus Ycnyr copasMepHo oToapuraetcsd 06e3 MpuMMEHEHUSs Kakmx-nvbo LWTpadHbIX CaHKLUUWA
n/unun uHbix orpaHmdeHni k Oneparopy.

PacueTHbiM nepuMogom  onpefenieHvs pasmepa Bo3HarpaxgeHust 3a  Ycnyru, sBnsietcs
kaneHgapHbin mecsu (¢ 00 yacos 01 MuHyTLI 1-ro yncna mecsaua no 23 Yyaca 59 MUHYT nocrneaHero
yucna mecsua).

BosHarpaxpgeHue n LeHa Ycnyr, npy Hadvane akTU4ecKoro MCMoNb30BaHUS COOTBETCTBYHOLLNX
Ycnyr B TeYEHUE KaneHOapHOro Mecsia unu 3aBeplleHMn UX (PakTUHECKOro UCMONb30BaHWUS [0
UCTEYEeHNs KaneHgapHOro Mecsua, yCTaHaBMBaeTCs Kak 3a NOMHbIN MecsiL,.

AGOHEHT 0653aH He3zamennuTenbHO npegoctaBute Onepatopy W/unM He3aBUCMMOMY aygouTopy
nobyo MHdopMaLmMio, KOTOPY MOCnedHMn MoxeT 0BOCHOBAHHO 3ampocuTb B LENAX NpOBEpKU
cobnofeHnst yCcroBui JIMLEH3MPOBaHWUS, BKIHOYas OOCTYN KO BCEM CepBepaM, Ha KOTOpbIX
paboTtatT nporpammbl gns OBM [MpaBoobnagatens n Kk kotopbiM ABOHEHTY MpefocTaBnsieTcs
yOaneHHbI gocTyn.

Ecnu B xoge niobon npoBepkn Ha npeameT cobnogeHns ycnosuin HacToswero PernameHTta 6yayt
BbisiBNeHbl hakTbl HE3aKOHHOro UCnonb3oBaHuA nporpammam ans OBM [Mpaesoobnapatens,
ABoHeHT gomxeH onnatute Onepatopy 125% UeHbl 3a KaXxayl HeonnayYeHHyo nNuueHsnio (ocTyn
K nporpaMmMHOMY MpPOAYKTY) MO AEWCTBYIOLLMM Ha MOMEHT packpbiTusi dakTa pacueHkam
Onepatopa. o Tex nop, noka AOGOHEHT He npeaocTaBUT OBOCHOBaHHLIX AOKa3aTenbCTB B
OTHoWeHMn apyroro obvema u cpoka, Onepatop GygeT cuMTaTh, YTO NPOrPaMMHLIE MPOAYKTLI He
BKITIOYEHHbIE B MepeyeHb YCnyr okasblBaeMbix AGOHeHTYy 3a OT4YeTHbI nMepuog UCMOoMb30BaHWs
nporpaMmmbl ans 3BM lNpaBoobnagarenst MMeEeT MeCcTo C MOMEHTa 3akntoyeHns [lorosopa.

B cnyyae npepoctaBnennsa AGOHeEHTY Ycnyr Ha obopyaoBaHuu, k kotopomMy y OnepaTopa HeT npas
agMUHUCTPATUBHOIO AOCTYyNa, OTBETCTBEHHOCTb 3a HE3aKOHHOE MCMONb30BaHWE MpOorpamMMHOro
obecneyeHVss U Opyrve HapyleHWs NpaBuil JIMUEH3MPOBaHUS Ha Takom obopydoBaHuM HeceT
ABOHEHT.

ABOOHEHT HeceT OTBETCTBEHHOCTb 3a HapyLleHWe MpaBuIl JNIULEH3UPOBaAHMSA, B TOM 4ucle 3a
HapyLleHne nopsiaka ocyLeCTBEHNUsI NpaBa NepemMeLLeHnst nuueHsnn ansa Software Assurance.
ABOHEHTY M3BECTEH NepeyeHb NPOrpaMMHbIX MPOAYKTOB, ANst KOTOPLIX €CTb NPaBO NepemMeLLeHus
nuueHsni vepes Software Assurance, a Takke MPOrpaMMHbIX MPOAYKTOB, ASIS1 KOTOPbIX TaKOro
npasa HeT (Hanpumep, Windows Server u Office).

AGOHeHT o00s3aH yBegomutb OnepaTopa O HaMeEpPEeHUM pas3MecTUTb MPOrpamMMHbIA NPOAYKT
MpaBoobnagaTens, Ucnonb3ys nNpaBo NepeMeLLeHus nuueH3un anga Software Assurance u nogaTb
License Mobility Verification Form B TeuyeHne 10 (gecaTtn) kaneHAapHbIX OHEW MNocre Takoro
pasmelleHns], a TaKkke NMMCbMEHHO yBeaomuTb OnepaTtopa (MPOCTbIM NMMCbMOM N0 COOBLEHNEM
Mo 3MEeKTPOHHOW MoYTe) O nonydeHun paspelueHus ot [paBoobnagarensa no nogaHHou License
Mobility Verification Form.

OnepaTtop umeeT npaBo coobuwartb [MpaBoobnagaTtento o nobbIX HapyLEHUsX NULEH3NOHHbIX
ycnosut AGOHEHTOM NGO KOHEYHBIM NONb30BaTENEM.
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17.1.

17.2.

17.3.

17.4.

17.5.

17.6.

17.7.
17.8.

17.9.

17.10.

17.11.

17.12.

17.13.

17.14.

17.15.

17.16.

17.17.

17.18.

17. YCNYTA «YOAJNEHHbBIE PYKN» M MOPAOOK XPAHEHUA 31N
ABoHeHT, no cornacoBaHuio ¢ OnepaTopomM, umeeT npaso xpaHute 3UIN ons pasmeliaemoro B
pamkax HacTtosiwero [oroBopa u PernameHta o6opynoBaHuss AGOHEHTa Ha TexXHW4YeCKon
nnowaake OnepaTtopa.
HaHHas ycnyra sBnsetca 6GecnnaTtHOM WM NpegocTaBnsieTcss MNpyU HanmuuMm  TEXHUYECKON
BO3MOXHOCTMW.
AOBOHEHT BrpaBse B Ntoboe Bpems 3abpaTtb, 3aMeHUTb, UCMONbL30BaTh XpaHMMoe obopyaoBaHue.
OnepaTtop BnpaBe noTpeboBaTb OT AOGOHEHTa BPEMEHHOrO WIIN MOCTOSIHHOIO COKpaLleHus
o6bemoB xpaHumoro 3T, npu 3ToM aboHEHT 065s3aH BbINOMHUTL AaHHOe TpeboBaHue B TeveHue
10 (pecaTtn) pabounx gHen.
ABOHEHT CaMOCTOATENBHO CNeanT 3a 06 bEMOM, KONMYECTBOM, U HoMeHknaTypon UM xpaHumoro
y Oneparopa.
AGOHEHT BnpaBe 3anpoCuUTb MPOM3BECTU MHBEHTapu3auuio xpaHumoro AboHeHTom 3WI1, HO He
Yaule 4Yem 1 pas B Hegeno.
OnepaTop rapaHTUpyeT oTCyTCTBUE JocTyna K xpaHumomy 3UMM TpeTbux nui.
B cnyyae pactopxeHus [JoroBopa unm NpMOCTaHOBKM OkasdaHus Ycnyr, ABOHeHT o6sa3aH 3abpaTb
xpaHumble 33U B cpoKk He MO3gHee OAHOro KaneHOapHOro Mecsila ¢ MOMEHTa pacTOpXXeHus
[oroBopa vnu npuocTaHOBKM okasaHust Ycnyr. B crnyvae ecnv AGOHEHT, MO WUCTEYEHUU ITOrO
BpemMeHu, He 3abepeT xpaHumble 3UTM, OnepaTop BNpaBe yTUNM3npoBaTb UM UCMONb30BaTb UX MO
CBOEMY YCMOTpPEeHUI0 6e3 Kakmx nmbdo koMneHcaumin ADOHEHTY.
ABOHEHT BnpaBe BOCMOMNb30BaTbCA ycryramu TpeTbux nuy no goctaske 3UIM Onepartopy ans
XpaHeHus nnu 3ameHbl. B atom cnyvyae OnepaTop HOMMHANBHO MPUHMMAET KX MO KONMYECTBY, HO
He MO WHbIM XapakTepucTuvkam, npu atom OnepaTop He ABMNSETCA OTBETCTBEHHOW CTOPOHOW 3a
nepegayvy vnu xpaHenue 33U, n He nognucbiBaeT JOKYMEHTOB O npuemke. OTBETCTBEHHOCTb 3a
opraHuzauuo nepegaydn UMM OnepaTopy nexut Ha AGoHeHTe.
Onepatop no 3anpocy aboHeHTa, NPU HaNMM4YUM BO3MOXHOCTU U MHCTPYKLMI OT ABOHEHTa, 3a cyeT
AboHeHTa ynakoBbiBaeT u oTnpasnseT 3UM, koTopble ObilM 3amMeHeHbl, N0 agpecy ykazaHHOMY
ABOHEHTOM, NpY 3TOM BCE Pacxofbl MO YNakoBKe U OTNpaBke HeceT AGOHEHT.
Onepatop Bnpaee no TpeboBaHuno ABoHeHTa, nepeaatb UMM TpeTbmm nuuam.
ABOHEHT BMpaBe 3anpocuTb Npou3BecTU usmyeckne penctema (ganee "Pabotbl") ¢
obopynoBaHunem ABOHEHTa, HarnpaeBlEeHHbIE HA BOCCTAHOBMEHWE ero paboTocnocoBGHOCTM nocre
cbos1, MoaepHN3aL MmN UM pekoHOUIrypnupoBaHMs y3rnoB, KOMMOHEHTOB U arperatoB o6opygoBaHUs
AboHeHTa npu Hanuumm cooTBeTcTBYOWMX 3UIM ABoHeHTa y Onepatopa cunamu TexHudecKom
nognepxkn Onepatopa.
[enctBuns ykasaHHble B 11.17.12. BbINOMHATCA NpU YCNOBUM:
e HanMyus akTMBHbIX ycrnyr ADOHEHTa;
e HanMyusi HoMUHanbHoro cornacus AGoHeHTa ¢ TeM, YTO Mpu NpoBedeHun PaboT, pesynbTaThl
MOTYT OTNMYaTBLCH OT OXMAAEMbIX B CUITy cneundukm nponssogmmeix Pabor;
e Hanuuus y gexypHoro nepcoHana OnepaTopa COOTBETCTBYIOLUX HABLIKOB U OMbITa, @ Tak Xe
NoApPOBHBIX MHCTPYKUMIA NpeaoCcTaBneHHbIX ADOHEHTOM;
e OTCYTCTBMS 3aniaHWpPOBaHHbIX Ha TexHudeckon nnowagke Onepatopa wHbIX Pabot u
OEeVCTBYIOLLMX (AKTUBHbIX) aBapUNHbLIX CUTYyaLun;
e oTcytcTBUA Yy ABOHeHTa (pM3MyecKon BO3MOXHOCTU CaMOCTOATENbHO Mpou3BecTn PaboTbl B
pasyMHblE CPOKU;
e OTCYTCTBMS y abOHeHTa 3agormkeHHoCcTH no onnate ycnyr OnepaTtopa.
O6Lwaa npoaomkMTenbHOCTL paboT He AofkHa npeBbllath 1 4yaca HenpepbiBHOW paboThbl, B
NPOTMBHOM Criyyae, NOCTaBfneHHass 3ajaya [AomkHa ObiTb pasgeneHa AGoHeHTOM Ha 6Gornee
mMenkue PaboTbl.
AOOHEHT BMnpaBe HasHa4UTb AaTy M BpeMsi BbiMoNHeHMs PaboT ¢ TOYHOCTLIO A0 5 MUHYT (ganee
"3annaHupoBaHHble paboTbl"). Bpems Havyana Pabot ykasbiBaeTcs no MoOCKOBCKOMY BpeMEHMW.
Mepen Havanom BbINONHEHMs 3annaHMpoBaHHbIX paboT Onepatop nNpoBepsieT Hanuuve
onepaTmBHON cBA3M ¢ AGOHEHTOM, 1 B Cryvae ee OTCYTCTBUS OTMEHSIET PaboTbl.
Onepatop HOMWHanNbHO yBegomnseT ABOHeHTa 06 yCneLHOM WU He YCMeLHOM 3aBepLueHUn
PaboT TonbKko No hakTy nx 3aBepLUEHNS.
Onepatop, Mcnonb3ys BCe CBOW HaBbIKM U yMEHWs, BbIMONHAET PaboTel ¢ yyeTom obecneveHus
uenoctHoctn 3N n obopynoBaHnst AOOHEHTa, HO HE HECET OTBETCTBEHHOCTb 3a €ro NOBPEXAEHMS
B npouecce npoeegeHunsa Pabor.
B cnyyae, ecnu B npouecce npoeeaeHuss PaboT, BbISBNSATCA 0COOEHHOCTU, KOTOPbLIE BbIHYXAAKT
Onepatopa npekpaTtuTb BbiMofHeHMe PaboT [o  gocTwkeHwss  pesynbTata, OnepaTop
He3ameanuTensHo yBegomnseT 06 aTux ocobeHHOoCcTsIX ABOHEHTa, a TOT, B CBOKO o4epepb, obsa3aH
BHECTU W3MEHEHWsI B WHCTPYKUMW MO npoBegeHuto PaboT W/unum HasHauuTb HOBblE CPOKM
nposegeHnsa Pabor.
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17.19.

17.20.

17.21.

18.1.

18.2.

B cnyuyae, ecnu y AboHeHTa B cocTaBe 3UI1, HeT HeobGxoanmbIX AeTanen, y3rnoB Un arperaTtos,
HeoOXxoaMMbIX s 3aBeplueHnst Pabot, AGOHEHT BNpaBe 3anpocuTb BO3MOXHOCTb UCMOSb30BaHNS
3N OnepaTtopa. Ecnu y OnepaTtopa umeetcs usndeckas BO3MOXHOCTb NpefoctaBnte ABOHEHTY
cooTtBeTcTBYoLMe Heobxoammble 3UMN, ABoHeHT obsa3yeTca onnatnutb BpeMsi UX UCMOMNb30BaHMUS
Onepatopy unun KOMMNeHCMpPoBaTb MX CTOUMOCTb UHBIMK cnocobamu.

Onepatop HWU Npu Kaknx obBCTOATENbLCTBaX, He OyAeT MCMONHATbL 3anpocbl AGOHEHTa SBHO
HanpaBrieHHble Ha PU3NYECKOe YHUUTOXEHUe AaHHblX, nospexaeHue 3UM nnn O6opygoBaHus
ABOHeHTa.

OnepaTop, No ¢akTy 3aBeplieHMs paboT, xpaHUT 3ameHeHHoe OO6opyaoBaHue B coctaBe 3UI
ABGOHEHTa C COOTBETCTBYHOLLEN NMOMETKOM O AaTe M BPEMEHU, MECTE 3aMeHbl, UHOW MHopMaumm
npenocTtaBneHHon Onepatopy AOOHEHTOM, npu 3TOM ABOHEeHT o0643yeTca 3abpaTb CHsATOe
obopynoBaHue He nNo3gHee 1 KaneHgapHOro Mecsua nocne 3aMeHsl.

18. QONONTHUTENbHbIE YCINOBUA

OnepaTtop MmeeT NpaBo OOHOCTOPOHHErO M3MEHEHUsi BCeX ONUCaHHbIX B HacTosilem PernameHTte
OrPaHUYEHUA U MNpaBuUn ANs YNydlweHuss paboTbl CUCTEMblI B LIESTOM M MOBLILWEHUS KavecTBa
oKasblBaemblx no [lorosopy Ycnyr.

BespenctBne co crtopoHbl Onepatopa B cnydyae HapyweHus A6oHeHTOM nnbo ero
nonb3oBaTensAMu nornoxeHun [oroBopa, Hactoswero PernameHta nonb3oBaHWs ycrnyramu
OnepaTopa n/vnn AencTByOLEro 3akoHogaTenbcTBa He nuwaet OnepaTopa npaBa NpPeanpuHATb
COOTBETCTBYIOLLNE OENCTBUSA B 3alUUTy CBOMX MHTEPECOB MO3JHee, a Takke He O3HayaeT oTkasa
Onepatopa OT CBOMX MpaB B Cly4ae COBEepLUeHWs B nocrnegyowem nogobHbix Nnbo cxogHbIx
HapyLUEeHWHA.
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HononHeHune Ne 1
K Mpunoxenuto Ne 1 PermameHT okasaHus ycnyr
k JoroBopy 06 okazaHuu ycnyr OO

ycnosus IMLUEH3UOHHOIO COITIALLEHUA C NOJIb3OBATEJIEM
ycnosusa nCnosib30BAHUA NPOrPAMMHOIO OBECNEYEHUA
MICROSOFT

HacTosiwun OOoKyMeHT perynmpyeT MChnosfb3oBaHME nporpaMmHoro obecnedeHus Microsoft, koTopoe moxet
BKIIOYATb COOTBETCTBYHOLUME HOCUTENW, MeYaTHble maTepuanbl W 3MEeKTPOHHYI, unn BebOAOKyMEeHTaLuumio
(BMecTe 1 no otaensHocTn — «[lpoaykTbl»), NpegocTtasneHHsle OO0 «Cuctema Cepsuc» (3gecb n ganee —
«CepBuc-npoBagep»). CepBuc-nposangep ycnyr He sBnsieTcs BnagensueM [poaykToB, un, crnegoBaTernbHO,
NX NCMONb30BaHUe perynupyeTcsi onpeaeneHHbIM/M NpaBaMm 1 orpaHu4eHusIMm, o kKotopbix CepBuc-nposangep
o6sa3aH Bac npouHdopmupoBaTb. Bawe npaBo wucnonb3oBaHus [poaykToB  sBNsieTcs  0ObEKTOM
perynupoBaHns YCroBui Bawlero cornaweHns ¢ CepBuc-NpoBaiiepoM M [OMMKHO COrMacoBbIBaTbCH,
TOMNKOBaTbCA M OCYLLECTBNATLCA BamMy B COOTBETCTBUM CO CredyloLlMMKU ycrnoBusimu, kotopble Cepsuc-
npoBanaep He MMeeT NpaBa N3MeHATb N AONOJHSATD.

1. ONPEOENEHUA.
«KnunenTtckoe nporpammHoe obecrnievyeHue» oO3HadaeT mnporpaMMHoe obecneyeHne, KOTOpoe MOo3BONseT
YCTpoWcTBY nony4vaTb AOCTYn K cryxbam unm @yHKuMam, npegoctaBnsiembiM CepBepHbIM MPOrpaMMHbIM
obecneyeHnem, n NCNONbL30BaTh UX.
«YCTPOWCTBO» O3HAYaeT KOMMbIOTEP, paboyylo CTaHUMIO, TEepMUHan, HanagoHHbLIN KOMMbIOTEp, Nenmxep,
TenedoH, KapMaHHbIN KOMMNbIOTEP, CMAaPTOH, CEpBEP UNU APYroe afeKTPOHHOEe YCTPONCTBO.
«CepBepHoe nporpaMmHoe obecneveHme» o03HavyaeT nporpaMmHoe obecneveHne, NpefocTaBnsioLLee Crnyxobl
UNu PyHKUMOHaNbHbIE BO3MOXHOCTU Ha KOMMbIOTEPe, AENCTBYIOLLIEM B KAa4eCTBe cepBepa.
«[JokymeHTauua Kk nporpaMmmHoMy obecneyeHno» oO3HavyaeT nobble [OKYMEHTbl Ans  nonb3oBaTenewn,
npunaraemMble K CepBEPHOMY NMPOrpaMMHOMY obecneyveHuto.
«BTtopuyHo pacnpocTpaHsemoe nporpaMMHoe obecnedeHne» O3HavaeT nporpaMMHoe obecnedeHue,
onucaHHoe B Pasgene 4 («Mcnonb3oBaHue BTopumyHO pacnpocTpaHsieMoro nporpammHoro obecneveHus»)
HUXe.

2. MPABO COBCTBEHHOCTU HA NMPOOYKTbI.
MpoaykTbl npepoctasnsawTcs CepBuc-NpoBanaepoM Mo fuueH3Mn adunmpoBaHHbIM NULIOM  Koprnopaumu
Microsoft (Bmecte — «Microsoft»). Bce TuTynbHble npaBa v npaBa WHTENNEKTyarnbHOW COBCTBEHHOCTH,
OoTHocsWwmecs K MNpoayktaMm (M COCTaBNSAWNM MX drieMeHTaM, BKMoYas, HO He OrpaHnyYnBasiCb TOMbKO MMM,
BCe n3obpaxeHus, chotorpadun, aHumauum, BUAEO- N ayanosanncu, MysblKy, TEKCT U «NPUNOXEHUS-aNNNeTbI»,
BKMtoyeHHble B lMpoaykTtel), npuHagnexaT Microsoft n ee nocrtaswmkam. MpoaykTsbl 3alyuuleHbl 3akoHamMu 06
aBTOPCKUX NpaBax M COOTBETCTBYIOLUMMU MEXAYHAPOAHbIMW [OroBopamMu, a Takke APYrMW 3akoHamu U
gorosopamu 06 MHTennekTyanbHom cobcTBeHHocTU. ObnagaHue, 4OCTyN Uy ncnonb3osaHne Bamu NpoaykTos
He JaeT BaM HMKaKMX npaB cOOCTBEHHOCTM Ha lMpodyKTbl nu Apyrux NpaB UHTENNEKTyanbHOW COGCTBEHHOCTY.

3. UICNOJIb3OBAHUE KINMTUMEHTCKOIO NPOrPAMMHOI'O OBECTEYEHUA.
Bbl MoxxeTe mcnonb3oBaTbh KnneHTckoe nporpammMHoe obecneyeHune, yCTaHOBIIEHHOE Ha BalUMX YCTpOMCTBaXx
CepBuc-npoBangepa, TONbKO B COOTBETCTBMUM C MHCTPYKUMSMM UM TOMbKO B CBA3W C  ycnyramu,
npepocrtaBnseMbiMv  Bam  CepBuc-npoBavigepoMm. YCNoBus HacTosILLEro [AOKYMEHTa MOSHOCTbI W
6e30roBOpPOYHO 3aMeLLatoT ycrnoBua nobbix JIMLEH3MOHHbBIX cornalleHnii ¢ nonb3osaTtenem Microsoft, koTopble
MOryT NPefoCTaBNATLCH B ANEKTPOHHON chopme B NpoLiecce UCMNOonb3oBaHMs Bamu KnmeHTCKoro nporpamMmmHoro
obecneyeHus.

4. AICNMOJIb3OBAHUE BTOPUYHO PACMPOCTPAHAEMOI'O MPOrPAMMHOIO OBECINEYEHUA.

B cBAsn c ycnyramu, npegoctaBnseMbiMu Bam CepBuUC-MpOBangepoM, Bbl MOXETe MMeTb [OCTyn K
onpenerneHHbIM cpeacTBam M MporpaMmMHOMY KOZ4Y «00pasuoB», «BTOPUYHO pacrnpoCTpaHseMbix hanmnoB» U
(vnn) nakeToB cpencTB pas3paboTku nporpammHoro obecnedeHus («SDK») (BMecTe m no oTaenbHOCTU —
«BTopnyHo pacnpocTtpaHsiemoe nporpammHoe obecneveHuey). Bbl HE UMEETE MPABA VCIMOJIb3OBATD,
N3MEHATD, KOMMPOBATb 7 (nnn) PACIMPOCTPAHATb KAKOE-JIMBO BTOPUYHO
PACMPOCTPAHAEMOE T[MPOrPAMMHOE OBECMEYEHUE, ECJIN Bbl HE BbIPA3UIN ABHOIO
COMACHMA COBNKOOATL OMNPEOENEHHBLIE OOMOJIHUTENBHBIE YCNOBUA, COOEPXALWMECA B
MPABAX UCIMOJIb3BOBAHWA, MPEOOCTABIEHHbBIX MOCTABLUMKY YCNYT («SPUR»), MIPUMEHUMBIX K
CEPBUC_MPOBAMOEPY. OAHHBLIE YCNOBUA AOOMKHbLI BbiTb NMPEOOCTABMEHbLI BAM CEPBUC-
MPOBAMOEPOM.

17



Microsoft He pgaeT Bam npaBa MCMoOnb3oBaTb Kakoe-nM6o BTOPMYHO pacnpocTpaHsiemoe MporpaMmMHoe
obecrieyeHne, ecrnvm Bbl He BbIpa3unM HABHOrO cornacus cobniogate 9TW  AOMNOMHUTENbHLIE YCroBUS,
npenocTaBneHHbIe Bam CepBrc-npoBanaepom.

5. KOnuu.

Bbl He umeeTe npaBa cosgaBaTb kKonuu [poayKkToB, ogHAKO Bbl MOXeTe (a) co3aaTb oaHy Konuio KnueHTckoro
nporpaMmHoro obecrnedyeHnss Ha Balwem YCTPOWUCTBE, Kak SIBHO paspelueHo Cepuc-nposangepom, un (b)
co3gaTtb Konuu onpegeneHHoro BTopnyHo pacnpocTtpaHseMoro nporpaMmmMHoro obecnedyeHus B COOTBETCTBUN C
pasgenom 4 («Mcnonb3oBaHne BTopuyHO pacnpocTpaHsemMoro nporpammHoro obecneveHus»). Bbl JOMKHBI
yAanuTb UM YHUYTOXUTb Bce KnneHTckoe nporpamMmmHoe obecneveHne n (unu) BTtopmyHo pacnpocTpaHsiemoe
nporpaMmmHoe obecneyeHve No NpekpaLleHnn UM OKOHYaHMM Cpoka AenCTBUS Bawero cornawenuns ¢ Cepsuc-
npoBangepom npu nonydeHnn ysegomnenuns ot Cepsuc-npoBagepa unn npy nepenade Bawero YCTponCcTBa
OPYroMy r3nM4eckomy Unm Kpuandeckomy nvuy, B 3aBUCUMOCTM OT TOrO, Kakoe U3 3Tux cobbiTnin nponsongeT
paHbLue. KonvpoBaHue nobbix neyaTHbIX Matepmanos, NnocTaBnsieMblx BMecTe ¢ [Mpoayktamu, 3anpeLueHo.

6. OTPAHMYEHUA HA BCKPbITUE TEXHOJIOIMWU, AEKOMNUNALNIO U AU3ACCEMBJIMPOBAHME.
Bbl He umeeTe npaBa M3y4aTb TEXHONOrMIO, OeKOMMUNWPOBaTb WM Au3accembnuposathb [poaykTbl, 3a
UCKIIOYEHNEM Tex Criyd4aeB M TOMbKO B TOW CTENEHW, Korga Takue OenCTBUS ABHbIM 0bpasom paspeluatoTcs
NMPUMEHUMbIM NMPaBOM, HECMOTPS Ha JaHHOE orpaHuyeHue.

7. 3AMNPET HA COAYY B APEHAY.
Bbl He nmeeTe npaBa npegoctaBnAatb [poaykTel B apeHdy, B MpoKaT, BO BPEMEHHOE MOMb30BaHWe, B 3aror
nnbo HanpsMyk UIM KOCBEHHO NepedaBaTtb UMW pacnpocTpaHsaTh [poaykTel No6bIM TPETbMM NULaM, a Takke
paspelwaTbe MObbIM TpeTbMM nMuam JOCTyn U (unu) mcnonb3oBaHWe PYHKUMI [MpOAYKTOB 3a WCKIOYEHUEM
MCNONb30BaHUA C €AMHCTBEHHOW uenbio ocTyna K dyHkuuam [poayktoB B ¢hopme nporpamMmMHbIX YCryr B
COOTBETCTBMM C YCIOBUSIMW HAacCTOSLLEro cornaweHus u nobbiM cornawleHnem mexay samu u CepBuc-
npoBangepom.

8. MPEKPALLEHUE OENCTBUA COMMALLEHUA.
Bes yuwepba ons kakux-nmbo apyrux npas CepBuc-npoBangep MOXET NpekpaTuTb AeNCTBME BallMX NpaeB Ha
ncrnonb3oBaHue MNpoayKTOB B Criydae HapyLeHWUs BaMU AaHHbIX YCIOBUWA. B cnyyae oTMeHb! Unu npekpaLleHus
OencTBus Ballero cornawenunsi ¢ Cepsuc-npoBangepom nmbo cornawenuns Cepeuc-nposangepa ¢ Microsoft, no
KOTOpPOMY NULEeH3npytoTcs MpoayKTbl, Bbl AOMKHLI NPEKPaTUTb UCNofb3oBaHWe u (unu) goctyn k Mpoayktam, a
TaKkKe YHUUTOXMTb BCE Konum MpoaykToB 1 BCe COCTaBNSOLME UX YaCTU.

9. OTCYTCTBME FrAPAHTUN, OBA3ATENIbCTB U KOMMNEHCALIMA CO CTOPOHbI MICROSOFT.
BCE MAPAHTUWN, OTBETCTBEHHOCTbL 3A YBbITKM U KOMMEHCAUWW (ECJIM TAKOBBLIE WUMEKOT
MECTO) MPEAOCTABIIAKOTCA WUCKNKOYUTEIBHO CEPBUC-TIPOBAMOEPOM, HO HE MICROSOFT,
ADPONTTMPOBAHHBLIMW NTMUAMU U AOYEPHUMW KOMMNAHUAMU MICROSOFT.

10. MOOOEPXKA NMPOAOYKTA.
Mopnepxka [poayktoB ocyuwectenserca Cepsuc-npoBavaepoM UM He ocyuwectBnsercs  Microsoft,
adpmnmMpoBaHHBIMK NULAMMW UITK OYEPHUMN KOMMaHusMK Microsoft.

11. OTCYTCTBMUE OTKA3OYCTONYUBOCTMW.
MPOOYKTbI MOIYT COLEPXATb TEXHONOMMWU, KOTOPLIE HE ABAKOTCA OTKA30YCTONYMBLIMU U
HE Bbl/1N PASBPABOTAHbI, N3rOTOBJIEHbLI UM NMPEOHA3HAYEHbLI ANA NCMNOJIbSOBAHWA B CPEOAX
N NPUNOXEHWAX, B KOTOPLIX CEOM B PABOTE MPOAYKTA MOXET MPUBECTW K CMEPTW,
MPUYUHEHUIO BPEOA 300OPOBbLIO UMW TAXKNM ®U3NHECKUM MNOBPEXOEHNAM JIMBO YUWEPBY
ANA COBCTBEHHOCTU UNMN OKPYXXAIOLLEEN CPE[BI.

12. 9KCMNOPTHbLIE OFPAHUYEHUAL.
B oTHoweHun lMpoaykToB OencTByeT akcnopTHoe 3akoHoaaTensctBo CLUA. Cepsuc-npoBangep obsasyertcs
cobnogate BCe HOPMbI MPUMEHMMOrO 3aKOHOAATenbCTBa, BkMtovas [MpaBuna ynpasnenus akcrnoptom CLUA
(U.S. Export Administration Regulations), MexxgyHapogHble npaBuia TOProBv OPYXMEM, a TaKkKe OrpaHUYeHus
no nonb3oBaTensm, crnocobam W perMoHam WCMoNb3oBaHUS MpoaykTa, cywecteytowme B CLUA un gpyrux
cTpaHax. [lononHuTenbHble CBeAeHUs CM. Ha Beb-canTe http://www.microsoft.com/exporting/.

13. OTBETCTBEHHOCTb 3A HAPYLUEHMUE.
MomMumo gpyrux obsi3aTenbCTB, KOTOPbIE Bbl HeceTe nepen CepBuc-npoBangepoM, Bbl Takke
cornallaetecb HECTU IOPUAMYECKYIO OTBETCTBEHHOCTb HenocpeacTBeHHo nepen Microsoft 3a noboe
HapyLleHne HacTOSILLMX YCIIOBUNA.
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Schedule 1
to the Data Centre Service Contract

1.1.

1.2

1.3.

1.4.

TERMS OF SERVICES

1. SCOPE OF APPLICATION
These Terms of Services shall govern the terms of provision of the Services by the Operator to the
Subscriber, terms of use of the Services by the Subscriber, the procedure of liaison between the
Operator and the Subscriber, and any other matters not explicitly covered by the Data Centre
Service Contract (the “Contract”).
The list of the Services offered by the Operator under the Contract includes, but is not limited to, the
following:
e Colocation;
Dedicated;
Lease of a KVM-over-IP Switch;
Status monitoring of hardware and services;
Lease of Microsoft software;
e Storage of a spare parts kit and the “Remote Hands” service.
The Operator shall provide the Services under the Contract to the Subscriber subject to the
specifics set out in these Terms of Services.
The Subscriber and the Operator shall have mutual rights and obligations, as stipulated in the
Contract and these Terms of Services.

2. TERMS
"Operator" - System Service Limited Liability Company.
"Services" — the services and additional services inseparably linked to such services, both provided
by the Operator to the Subscriber under the Contract. The Subscriber shall at its discretion order
the range of the Operator’s services by registering at the Operator's Website and following the
respective instructions available at the specified Operator's Website. Besides, the Subscriber may
order the Services by telephone.
"DNS Server" - a domain name server containing configuration files of a registered domain.
"Colocation" - the service, wherein the Operator accommodates the Subscriber’s hardware at its
territory in the data centre. This service also includes:
provision of remote access to hardware;
backup power supply;
climatic regime support;
physical protection by a private security company;
simple servicing of hardware (reboot, insert a disk, etc.).
"Additional Colocation Services" — the “Remote Hands” service, Lease of an KVM-over-IP
Switch, data protection and other services, as specified by the Operator at the respective pages of
the Operator’'s Website.
"Hardware" — the Subscriber’s hardware or the Operator’s Hardware to which the Subscriber has
access as part of the services provided by the Operator under this Contract and the Terms of
Services.
"Data Centre" - the Operator's premises dedicated and equipped for colocation of server,
telecommunications, as well as auxiliary and other Hardware for purposes of provision of the
Services by the Operator under the Contract.
"Hardware Installation" — (Installation) - installation of Hardware by the Operator at its place in the
data centre, switching of Hardware to the Operator’s local network, connection to power supply.
"Hardware Colocation" - (Colocation) - provision of space by the Operator for physical colocation
of Hardware in the data centre, and Technical Support of such Hardware.
"Technical Support of Colocation Services" - technical measures taken by the Operator to
support uninterrupted power supply, control compliance with proper climatic parameters in the data
centre, ensure that the Operator’s local network is linked to Internet, and fulfilment of Subscriber’s
requests for Hardware rebooting and performance of simple operations relating to connection of the
console, as specified by the Subscriber.
"Dedicated" — the hosting service, wherein the Subscriber takes on lease a dedicated Operator’s
server located in a data centre with the guaranteed power supply and additional services.
"Administration, Administrator" - the Operator's management personnel acting on its behalf and
duly authorized.
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3.1.

3.2.

3.3.

3.4.

3.5.

3.6.

4.1.

4.2.

"Subscriber" - a person who made a Contract (its representative, employee) and consumes the
Operator’s Services.

"Services" - hardware and software packages of the Services, such as electronic mail, http server,
etc.

"Technical Support" — technical measures taken by the Operator to cause functioning of the
services mentioned in the Contract, timely delivery of information to the Subscriber, as required for
proper functioning of such services.

"Technical Support Service" - the Operator’s technical personnel, which provides Technical
Support and/or Technical Support of the Services.

"Control Toolbar" — the Web Interface provided by the Operator to the Subscriber for remote
management of the services, monitoring of the services, etc. being used.

"IP Address" — a device address in Internet or in the Operator’s network.

"Software" - software.

"Traffic" - volume of information transmitted via network.

“0OS” — an operating system.

“Dashboard” — the web interface provided by the Operator to the Subscriber for remote
management of the services via Internet, monitoring of the services, etc. being used, which is
hosted at the Operator’s Website.

“Personal Account” — the account provided to the Subscriber by the Operator in the Operator’s
settlement system for purposes of recording of settlements between the Operator and the
Subscriber using the Dashboard.

"DDoS Attack" — an excessive distributed network activity against an attacked source in order to
decrease and/or terminate its accessibility in full.

“Confidential Information” — all non-public information provided by one Party to another in
connection with performance of this Contract, other than the information which the Parties deem
jointly as non-confidential and which is not confidential under the applicable Russian laws.

“Spare Parts Kit” — Spare parts, tools and accessories, hardware of the Subscriber, which are
stored temporarily by the Subscriber at the Operator's premises and intended for prompt or
scheduled replacement, completing the set, upgrading and other actions of the Equipment hosted
at the Operator’s industrial site.

3. SUBSCRIBER’S REGISTRATION IN THE OPERATOR’S ACCOUNTING SYSTEM
All information disclosed by the Subscriber when registering in the Operator's accounting system
shall be true. If the Subscriber provides untrue information, the Operator may suspend the provision
of the Services to the Subscriber until true information is obtained from the latter.
If the Operator suspects that the Subscriber’s information disclosed upon registration of the
Subscriber in the Operator’s accounting system is untrue, the Operator may request additional
information from the Subscriber and/or demand confirmation of the provided information by the
Subscriber. The Operator shall send the respective request by e-mail to the Subscriber’s contact
address specified in the Contract and/or in the Operator’s accounting system.
If the Subscriber fails to provide additional information to the Operator and/or to confirm the
information provided by it earlier within Ten (10) calendar days following the Operator’s first
request, the Operator may suspend the provision of the Services to the Subscriber.
Upon registration in the Operator's accounting system, the Subscriber receives a unique
administrative password and login, causes them to be kept confidential and is responsible for all
actions, which will be made using such login and password.
The Subscriber shall be fully responsible for security of its credentials (login and password) and for
any loss or other damage, which can occur as a result of any unauthorized use of such information.
In case of actual or threatened loss or unauthorized access to the credentials, the Subscriber shall
send a request to the Operator for changing of its credentials.
If the Subscriber provides third parties with access to the resources and services available to it, the
Subscriber shall be solely responsible for actions of such third parties.

4. RIGHTS AND LIABILITY OF THE PARTIES

For the avoidance of any breach of these Terms of Services by the Subscriber, the Operator
recommends the Subscriber to abide by the network use policy adopted by the working group of the
Open Forum of Internet Service Providers (http://ofisp.org/documents/ofisp-008.html).
The Operator, while retaining all rights under the Contract, may also immediately suspend the
provision of the Services to the Subscriber upon the following:
o the Operator reasonably believes that use of the Services by the Subscriber can prejudice the

Operator and/or result in malfunction of hardware and software of the Operator and third parties;
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4.3.

4.4.

the Subscriber commits any actions with a view to send, publish, transfer, reproduce, distribute
in any manner and use in any kind, in full or in part, any software and/or other materials obtained
through the Services and protected by copyright or other rights, without the proprietor’s consent;
the Subscriber commits any actions with a view to send, publish, transfer, distribute in any
manner any information or software containing viruses or other malicious components;

the Subscriber commits any actions with a view to send any information containing an
advertisement (spam) without consent of the addressee, and the addressees of the same file
written requests to the Operator with substantiated claims against the Subscriber.

high consumption by the Subscriber of any Operator’s hardware systems resources, other than
guaranteed by the service plan, which results or can result in considerable degradation of the
servicing of other Subscribers. In this respect, the systems resources consumption degree shall
be determined at the exclusive discretion of the Operator. If the reason of high consumption of
the resources by the Subscriber cannot be eliminated, the Operator may recommend the
Subscriber to choose another more resource-intensive service plan or offer customized terms of
the Services. If the Subscriber refuses to accept such offer, the Operator may terminate the
Contract by reason of technical unavailability to continue provision of the Services without any
indemnification to the Subscriber;

the Subscriber commits any actions with a view to send, publish, transfer, distribute in any
manner information about third parties, which are not true and/or otherwise discredit honour,
dignity and business reputation of individuals or business reputation of legal entities;

the Subscriber commits any actions with a view to send, publish, transfer, distribute or use
personal identification details (names, addresses, telephone numbers, etc.) of third parties,
unless these parties expressly authorized the Subscriber to make such use;

distribution and/or publication of any information, which conflicts with the applicable Russian
laws, licenses issued by the Russian Ministry of Communications (Russian Ministry of
Information Technologies and Communications), international law provisions and prejudices
rights of third parties;

publication or distribution by the Subscriber of any information or software containing codes,
which effect is comparable with the effect of computer viruses or other equivalent components;
advertising of services, goods, other materials, which distribution is limited or prohibited by the
applicable Russian laws;

simulation of any IP addresses, MAC address, own |IP address and any addresses used in other
network protocols, as assigned to the Subscriber, when transmitting any data in the Operator’s
network;

use of any non-existent return addresses when sending e-mail letters and other messages;

any actions are committed with a view to disturb normal operation of the Operator’s network
elements (computers, other hardware or software) not owned by the Subscriber;

any actions are committed with a view to gain unauthorized access to a Network resource
(computer, other hardware or an information resource), further use of such access, destruction
or modification of software or data not owned by the Subscriber, without consent of proprietors
of such software or data or the administrators of such information resource. Unauthorized
access shall mean any access using a method other than intended by the resource holder;

any actions are committed to transmit to computers or hardware of third parties any meaningless
or useless information creating excessive (unwanted) load on such computers or hardware and
on intermediate network sections, to the extent beyond the minimum required for testing of
network connectivity and availability of its certain elements;

any actions are committed to scan network nodes with a view to identify internal structure of
networks, security vulnerabilities, lists of open ports, etc. without the express consent of the
owner of such scanned resource;

any other actions are committed, which are not covered by the Contract and/or these Terms of
Services, but entail criminal elements or administrative offence elements or violate rights and
legal interests of third parties;

the Operator receives a respective request or instruction from any governmental, regulating or
other competent authority.

The Operator does not control the content of any information kept, published or distributed by the
Subscriber using the Services provided under the Contract and shall not be responsible in any
manner for accuracy, quality and content of such information.

The Operator shall not be responsible for the content of data notes created and maintained by the
Subscriber or third parties and will not provide for any preliminary censorship. However, the
Operator may, if appropriate, control the content of information resources of the Subscriber and its
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4.5.

4.6.

4.7.

4.8.

4.9.

5.1.

5.2.

5.3.

54.

5.5.

5.6.

5.7.

5.8.

6.1.

users. In case of any express violation of the applicable Russian laws by the Subscriber, the
Operator may suspend the provision of Services without a prior notice to the Subscriber.

The Operator shall not be liable for any violation of third party rights as a result of any actions
committed by the Subscriber using the Services provided by the Operator to the Subscriber under
the Contract.

The Operator will not be liable in respect of any Subscriber’s claims regarding quality of connection
with Internet, which are connected with performance of networks of other providers, the policy of
traffic exchange between providers, performance of Subscriber’'s hardware and software and any
other circumstances beyond the competence, influence and control of the Operator.

The suspension of the Services by reasons not specified in clause 4.2 hereof shall not be
considered as an interruption of the Services by the Operator and may not be considered as the
Operator’s default on its obligations under the Contract.

Any suspension of the services and/or disabling of Subscriber’'s hardware or software shall be until
the Subscriber fulfils the Operator's request to remedy the violations and inform the Operator to
such effect and shall not release the Subscriber from all its obligations under the Contract.

The Subscriber may suspend provision of the Services to the Subscriber for a period required by
the Operator to perform routine maintenance of its hardware subject to a prior notice to such effect
to the Subscriber at least 24 hours before proceeding to such maintenance.

5. PROCESSING OF REQUESTS AND/OR ORDERS BY THE TECHNICAL SUPPORT SERVICE

The Technical Support Services is responsible for control and management of hardware and

systems software, causes proper servicing of the Subscriber to the extent contemplated by the

Contract, and processes the following Subscribers’ requests:

e requests for changes to configuration files, where such changes may not be made by the
Subscriber itself;

e requests for localization and troubleshooting in connection with performance of the services
made available by the Operator to the Subscriber under the Contract.

e requests for changes in Hardware configuration.

A Subscriber’s request shall constitute the basis for the respective Operator’s actions. Such request

shall be given by the Subscriber via e-mail strictly to support@colocat.ru. If settings should be

changed considerably, a request shall contain authorization details (login, e-mail specified by the

Subscriber upon registration).

All Requests and/or Orders will be processed by the Operator on a first in, first out basis. The

processing time shall not exceed twenty four (24) hours.

All e-mail Requests and/or Orders shall be sent to support@colocat.ru and be win1251- or koi8-R-,

or utf8-encoded in the format defined by RFC-822. A Request and/or Order shall clearly and

accurately specify tasks to be fulfilled.

The Technical Support Service is under no obligation to consult in matters relating to programming,

web design, script settings and programs of the Subscriber, and in any other matters. Such

consultations may be provided by the Operator on an additional fee basis subject to an additional

agreement.

Replies to any standard frequently asked questions may be given as references to a respective

page at the Operator’s Website or in Internet.

The Operator may deny fulfiiment of any Subscriber's Request and/or Order by the following main

reasons:

¢ no authorization information, if authorization was required;

e request to provide services not consistent with terms and conditions of the Contract;

e the Operator has suspended provision of services to the Subscriber by reasons contemplated by
the Contract and/or these Terms of Services.

If the Subscriber has any claims regarding the fulfiiment of Requests and/or Orders by the

Operator, the Subscriber may contact the Operator's Administration via e-mail:

manager@colocat.ru. The Operator shall reply to the Subscriber in respect of any claims regarding

non-fulfilment of Requests and/or Orders not later than in two business days following the receipt of

a respective claim by the Operator.

6. VOICE AUTHORIZATION.
The purpose of Voice Authorization is accurate identification of the Subscriber in the Operator’s
accounting system. The Subscriber may make use of the “Voice Authorization” service. Voice
Authorization constitutes 3 pairs of questions and respective answers (“Question-Answer”), which
shall be specified upon execution of the contract and kept by the operator only (“Voice
Authorization”).
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6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

7.1.

7.2.

7.3.

8.1.

8.2.

8.3.

8.4.

8.5.

If any information should be provided to the Subscriber about the services provided to it, or any

actions should be taken, all when using Voice Authorization by phone, the Technical Support

Service shall ask, at its discretion, from one to three security questions, and, if the Subscriber

answers correctly, its request shall be fulfilled.

When using Voice Authorization, the Subscriber may receive only the information regarding:

personal account balance and any expected service disabling;

domain names registered in the Subscriber's name and periods of their registration;

any additional services enabled by the Subscriber;

numbers and amounts in the Subscriber’s accounting documents;

e contact e-mail addresses, telephone and fax numbers.

No other information (in particular, the Subscriber’s personal details, banking details, etc.) will be

provided upon Voice Authorization.

When using Voice Authorization, the Subscriber may do the following by efforts of the Operator’s

engineers on duty:

e hardware reboot/restart;

e hardware power on/off (with no installation and uninstallation);

¢ enable/disable the rented network interface and/or hardware;

e any other actions by efforts of engineers on duty and not being irreversible for the Subscriber’s
hardware and data.

All actions will be done with no prior diagnostics of Hardware status, without connection of a

console, monitor, keyboard, without guarantee of server performance after reboot and diagnostics

of causes of the same).

An Operator’'s officer may request any additional information from the Subscriber to identify the

latter, if such officer has any doubts regarding the Subscriber’s reply given in course of its Voice

Authorization.

An Operator’s officer may deny Voice Authorization and do not run it without explanation of reasons

upon the following:

o the Subscriber gives an incorrect answer to any of the questions in course of Voice
Authorization;

e the Subscriber gives an incorrect answer to request for additional information;

e any of the Voice Authorization “Question-Answer” pairs are detrimental to the public interest,
principles of humanity and morals (in particular, contain obscene words, antihuman incitements
offending human dignity or religious feelings).

7. INFORMATION SECURITY AND DATA INTEGRITY
Unless otherwise expressly stated in the Contract, the Operator shall provide for basic informational
security of Subscriber’s servers and resources to the extent governed by ordinary conditions.
The Operator shall not be liable for any theft of Subscriber’'s passwords; however, it shall promptly
change such passwords by a Subscriber’s request.
Any DDoS Attacks shall not fall within the Operator’s responsibility area. If any DDoS Attack on the
Subscriber's server is found, provided that such attack affects materially the performance of
network equipment or is beyond actual capability of the subscriber’s self-protection means, the
Operator may block access to the attacked IP address at the Subscriber's hardware from other
networks for the period of such attack, and the blocking method shall be chosen by the Operator at
its discretion.

8. SOFTWARE PERFORMANCE AND INTELLECTUAL PROPERTY RIGHTS
The Operator shall cause performance of the Services provided to the Subscriber under the
Contract and compatibility of the same with other software to the extent governed by the
documentation for respective services.
The Operator does not warrant to the Subscriber that any software developed by the Subscriber or
third parties will operate and be compatible. All other software may be installed and operated by the
Subscriber at its own risk without any Operator’s warranty.
The Operator may suspend, block or prohibit the Subscriber from using any software, where
operation of the same results or can result in emergencies, security breach or violation of these
Terms of Services or the Contract.
Nothing in these Terms of Services may be interpreted as grant or assignment of any intellectual
property rights of one Party to another.
Each Party shall be independently liable for any loss, damage or costs incurred by it in connection
with any breach of intellectual property rights of third parties in course of performance of the
Contract and the Terms of Services.
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8.6.

8.7.

8.8.

8.9.

9.1.

9.2.

9.3.

94.

9.5.

9.6.

9.7.

9.8.

9.9.

9.10.

9.11.

The samples and images of distributive disks with operating systems for their use at the
Subscriber’s resources shall, if appropriate, be licensed by the Subscriber separately and not
included in the cost of the services.

The Subscriber agrees that the Operator and its officers may inspect and audit the resources
provided to the Subscriber in order to verify correct licenses to use software products and
technologies of third parties.

If any breach of licensing terms is found, the Subscriber shall remedy the same as soon as
practicable and pay for licenses to software and technologies of third parties being used.

The Subscriber agrees that the Operator's Services connected with provision of non-exclusive
rights to use licensed software shall not include any customization, deployment, configuring,
administering and consulting in respect of customization, deployment, configuring and administering
of software products and technologies of third parties.

9. SPECIFICS OF SERVICES

The Subscriber shall be fully responsible for compliance with the Russian laws of information
contained in the Hardware accommodated or rented in the Operator’s data centre and of the fact of
publication (distribution, transmission) of such content.
If the Operator receives from third parties any reasonable claims that the information contained in
the Subscriber's hardware accommodated or rented in the Operator's data centre infringes third
party rights (including intellectual rights), the Operator shall send a notice to the Subscriber
containing contact information of a person filing a claim. If the Subscriber within Five (5) business
days following the giving of the notice by the Operator to the Subscriber fails to take efforts with a
view to settle a dispute with a person filing a claim or to remove disputable information from its
hardware accommodated or rented in the Operator's data centre, the Operator may suspend the
provision of the Services to the Subscriber to the extent relating to distribution of such disputable
information, subject to notice to the Subscriber to such effect.
The Operator does not warrant that the Services will be provided to the Subscriber without any
interruption whatever and will not be responsible for quality and other specifications of Software
and/or Hardware used by the Operator and/or the Subscriber, where the same depend on the
manufacturer or third parties, and/or where such specifications may not be classified or evaluated.
In addition to clause 4.2 hereof, the Operator may also immediately suspend the provision of
Services to the Subscriber, if any sites with advertisement of illegal activities, sites of high-yielding
investment funds, lottery sites, spam resources and other resources advertised by spam are found
at the Hardware accommodated or rented by the Subscriber.
The Operator will not be liable in respect of any Subscriber’s claims regarding quality of connection
with Internet, performance of networks of other providers, the policy of traffic exchange between
providers, performance of Subscriber's Hardware and Software and any other circumstances
beyond the competence, influence and control of the Operator.
Any suspension of the Services and/or disabling of Subscriber's hardware or software will be done
by the Operator until the Subscriber meets the Operator’s request to remedy the violations and shall
not release the Subscriber from all its obligations under the Contract.
The Operator does not control the data flow available via Internet and, among other things, shall not
be liable for any Subscriber’s loss connected with its activities in Internet, and does not warrant that
the content of the Subscriber's Hardware will not be accessed by any third parties without
authorization.
The Operator shall not be responsible for performance and accessibility of certain Internet
segments.
The Operator shall not be responsible for quality of public communications channels via which the
Subscriber accesses the Services.
The Subscriber shall control by own efforts that the Software run on its own or rented Hardware is
protected and updated, timely update Software versions or modify the configurations according to
the instructions and requirements published by Software developers and/or Internet security
services.
The Subscriber shall suppress any unauthorized access to the software and hardware being used
and do not allow usage of its or Operator’s resources for any attempts of unauthorized access to
other Internet resources. In particular, the Subscriber shall not permit the following at its hardware:
e packages with invalid source address (IP source address) are coming from the server;
e DNS packages with intentionally distorted data are coming from the server;
e any malicious software is present on the server;
e any software intended for unauthorized access to information is present and/or runs on the

server;

24



9.12.

9.13.

9.14.

9.15.

9.16.

9.17.

9.18.

10.1

10.2.

10.3.

10.4.

e any e-mail messages are sent from the addresses not belonged to the Subscriber's network
(domain) are sent from the server;

e any server software uses passwords set by default;

e a server is intentionally or non-intentionally used for active or passive distribution (by mail, icq,
etc.) of ad messages (spam);

e intentional use of another’s, incorrect or non-existing return address of a sender in e-mail
message; mailbombing (sending of numerous identical e-mail messages to the same e-mail box)
and subscription of anyone for the mailing list without consent of such persons;

e a server is used for advertising of spam services, distribution of e-mail address lists, a server
contains links to such information.

For purposes of verification of compliance with security requirements, the Operator reserves the
right to scan regularly any Subscriber’s services and servers using dedicated Software, provided it
does not inflict any damage on its hardware and data contained therein. The Operator may notify
the Subscriber of any vulnerabilities found by such scanning, and the Subscriber shall take efforts
to remedy the same.
The Operator warrants at least 99.95% accessibility of Colocation and Dedicated Services
throughout the year. Any Subscribers’ claims regarding inaccessibility of the Operator’s services to
the extent of 0.05% per year may not be considered reasonable.
If this obligation is not met through the Operator’s fault, the Subscriber may claim indemnification
for Interruption of Colocation and Dedicated Services. The basis for calculation of such
indemnification shall be the cost per hour amounting to 1/720 of monthly cost of the services. Total
time of the Service Interruption shall be calculated as the sum of all Interruptions less non-
indemnified Service Interruption equal to the accessibility ratio specified in this clause, and rounded
to the whole number of hours as follows: if a part hour is Thirty (30) and more consecutive minutes,
it shall be rounded upwards, if a part hour is less than thirty consecutive minutes it shall be rounded
downwards.
This indemnification shall constitute the sole and exclusive remedy of the Subscriber in case of
damage resulting from malfunction of the Services.
Any communications interruptions resulting from routine maintenance or circumstances occurring
not through the Operator’s fault shall not be considered as Service Interruption.
Service Interruption start time shall be the time when the Subscriber contacts the Operator’s
Technical Service and/or the time determined against readings of the Operator’'s monitoring service,
and/or the time when the failure is found by the Operator. Service Interruption end time shall be
recorded by the Operator upon completion of remediation.
The Subscriber in connection with use of the Operator's Colocation service shall warrant that the
hardware accommodated in the Operator’s data centre is lawfully held by the Subscriber, is not
subject to any dispute, seizure, pledge or encumbrance with third party rights. The Subscriber shall
bear the sole responsibility under the warranties given in this clause. In case of any effects adverse
for the Subscriber connected with any breach by the Subscriber of warranties given in this clause of
the Terms of Service, the Operator shall not be liable for such effects.

10. TERMS OF DEDICATED SERVICES

If the Operator provides hardware, software and technical aids, the Subscriber shall use the same

solely to obtain the Operator’s Services. The Subscriber shall be fully liable for any violation of the

Operator's and third parties’ rights to such software provided and/or damage to or loss of such

hardware and technical aids provided.

The Subscriber at the hardware provided (dedicated) shall:

e use one MAC address for each port dedicated for connection. If any switching equipment is
connected to the Operator’s port, or a server virtualization technology is employed, the number
of MAC addresses allowed at the dedicated port shall be specified separately;

¢ exclude any use of protocols and Spanning Tree, Multicast, Broadcast Forwarding technologies,
and all other types of Broadcast, other than ARP, at all interfaces connected to the Operator’'s
network;

e use the standards referring to this technology and included in RFC2600 (STDO0O001 Internet
Official Protocol Standards) [http://www.ripn.net/nic/rfc/rfc2600.txt].

If any components of the hardware rented by the Subscriber are broken down, the Operator shall

replace all such broken down components for the similar ones within 12 hours and at its expense. If

the appropriate components are unavailable, the Operator may replace such broken down
components with the ones which properties are not worse than the properties of the replaced
components or with any others as agreed with the Operator.

If any “Customized” components (not available in the Charge Rates by the time of their failure) of

the hardware rented by the Subscriber are broken down, the Operator may replace them with the
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10.7.

10.8.

10.9.

10.10.

10.11.

similar ones from among available in the Operator’s stock. If the appropriate components are not

available to the Operator, the Operator shall not liable for any hardware downtime while new

components are being delivered to the Operator by suppliers.

The delivery time of the service shall be shifted pro rata the time of repairs and rounded to 24

hours. Time of failure shall mean the time of the Subscriber’s notice to the Operator’s duty services.

The Operator shall not be responsible for integrity of any Subscriber’'s data on the broken down or

replaced hardware. Data recovery on such hardware and data migration to new Hardware shall be

a separate paid service.

Operating systems will be installed on the server hardware delivered to the Subscriber as part of

the Dedicated service only.

The Operator shall perform primary installation of an operating system on the hardware provided to

the Subscriber upon the following:

e an operating system is intended for operation with rented hardware;

the Subscriber has a license to use an operating system;

an operating system is supported by a general public license (GPL, BSD, etc.);

the license is rented under the Microsoft SPLA program;

operating system installation package is legally available in Internet for downloading and use by

any person (Open Source).

The Operator will not install and customize any other software, unless included in the minimum

configuration of the operating system. Basic installation shall not include creation of a software

RAID.

Basic installation and customization of an operating system includes:

¢ hard disk partitioning;

o formatting of partitions;

e installation of an operating system to the minimum extent required for performance of the
network and server remote control tools;

e network interface customization (IP address, default gateway, netmask, name server address);

o setting of password for systems administrator and/or single user;

e customization of server remote control tools. In the Windows operating system, Remote Desktop
is used as such. In other systems, such as Linux, FreeBSD, etc. - Secure Shell - ssh.

The Operator shall test the installed operating system and its performance by sending ICMP

queries to the network edge router or another resource beyond the Operator's control, and by

successful authorization at the server using remote administration tools.

11. RENTAL OF KVM-OVER-IP SWITCH
For purposes of the Collection or Dedicated Services, the Subscriber may need remote access to
hardware at the level of direct independent physical connection. The Operator, at the Subscriber’s
request, will connect a KVM-over-IP Switch (the “Switch”) to the Subscriber’s hardware subject to
availability of devices (not being used by other subscribers) by efforts of the Technical Support
Service.
The Switch shall be connected directly to ports of the Subscriber's hardware using VGA (D-Sub
DB15-F) and USB, and COM connectors. If no such connectors are available in the hardware, the
Switch will not be connected, and the service will not be provided.
To enable to the “Rental of KVM-over-IP Switch” service, the Subscriber shall have at least 64 kbit/s
Internet connection and use the Internet Explorer browser with pop-up windows enabled; besides,
the client operating environment shall feature the installed and operable Java Runtime Environment
(JRE).
The Subscriber shall be fully responsible for any impossibility to use the Switch. The Operator
ensures only the connectivity to the Switch using the access details provided.
The Subscriber will be provided with unique details of access to the Service for the period of its use.
The Subscriber shall be fully responsible for all actions taken using the details of access to the
Switch.
Maximum availability time of the Service - not more than 4 hours at a time, unless otherwise
separately provided. Following the expiry of this time, the Service may be terminated without any
additional notice to the Subscriber.
The Service will be made available upon a Subscriber's Request and/or Order within 4 hours
subject to technical availability. Following the expiry of this time, the Operator may make the Switch
available to another Subscriber.

12. HARDWARE ACCEPTANCE, ACCOMMODATION, UNINSTALLATION AND REMOVAL AS
PART OF THE COLOCATION SERVICE
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The Subscriber shall at its expense deliver the Hardware and hand it over to the Operator at the
address of the data centre notified by the Operator. The Operator will not keep any tare or package
of the Subscriber’s Hardware and will not arrange its return to the Subscriber.

Upon expiry of the Contract, the Operator by a Subscriber’s request shall return the Subscriber’s
own Hardware within ten days.

If the Subscriber upon expiry of the Contract failed to accept its own Hardware from the Operator
within Thirty (30) days following the expiry of the Contract, the Operator may dispose of such
Hardware at its discretion.

Unless otherwise specified in the Contract, the Operator will not close down any programs running
on the Hardware before its power-off.

Upon termination of the Contract, the Hardware shall not be returned to the Subscriber, until the
latter pays any and all amounts due to the Operator under the Contract. Until such payment, the
Operator may retain the Hardware according to articles 359-360 of the Russian Civil Code.

For purposes of accommodation of the Subscriber’s Hardware in the data centre, the Operator shall
provide the required number of data racks, passive networking equipment (cables, connectors,
switch boards, patch cords of various types), socket strips and other required components,
fasteners (screws, washers and screw nuts for 19" racks/cabinets) and the required standard tools.
For purposes of Hardware performance, 220V, 50Hz uninterrupted power supply shall be provided.
If any other power supply parameters are required by the Hardware, the appropriate transformers
will be provided by the Operator to the Subscriber.

For purposes of access to Subscriber's resources from Internet and access to Internet from
Subscriber’s resources the Subscriber's Hardware shall be connected to the data centre local area
network. The Subscriber’s Hardware shall be connected to the data centre network using Ethernet
routers. The Operator shall provide the required number of Ethernet router ports to connect the
Subscriber's Hardware. Any increase in the number of Ethernet router ports rented by the
Subscriber shall be subject to execution of an addendum between the Parties.

The Operator shall inform the Subscriber’s technical personnel of any routine maintenance of
networks and sites by giving at least a Two (2) business days’ notice. The aggregate downtime of
the Subscriber's Hardware and/or unavailability of access to Subscriber’s resources from Internet,
and/or unavailability of access to Internet from Subscriber's resources shall not exceed Six (6)
consecutive hours in night time and Two (2) hours in day time.

The Operator shall duly maintain the Subscriber’'s Hardware accommodated under the Contract in
the Operator’s data centre and keep it safe, secure and otherwise, as required for normal operation
thereof according to requirements to Hardware operation and other regulations, and for this
purpose shall at least ensure 24/7 performance of fire and intruder alarm systems, thermal and
humidity regime maintenance system, automated gas fire-fighting system, power supply protection
system, security system and other management and technical services.

For purposes of informational and physical security, the Operator’s personnel shall conduct a
mandatory inspection of the Hardware to be accommodated by the Subscriber. The inspection shall
be conducted both at initial accommodation of the Hardware in the Operator’s data centre and after
each maintenance by Subscriber’s efforts, and shall include inspection of each Hardware item from
inside. The said inspection shall be conducted in presence of a Subscriber’s representative. Any
and all changes in the components of the accommodated Hardware shall be specified in respective
Reports. If any inoperable Hardware components are found, the Operator may refuse the service to
the Subscriber and do not accept such Hardware for accommodation.

The Operator's data centre personnel will power off the Hardware, where so provided by this
Contract and the Terms of Services, by such method, as will be specified upon acceptance of the
Hardware by the Operator. If the Subscriber has not given a prior notice to the Operator’s data
centre personnel as to how its Hardware should be powered off, it will be powered off by such
method, as will be considered reasonable by the Operator’s data centre personnel. In the latter
case, the Subscriber shall be solely responsible for correct performance of the Software, as
installed on the accommodated Hardware, after such power-off.

Time and place of transfer of the Hardware shall be designated by the Operator.

An Operator’s authorized officer shall hand over the Hardware to the Subscriber’s attorney-in-fact or
to the Subscriber against the Hardware handover certificate.

Any Installation or uninstallation of Hardware in the Data Centre shall be by the Operator’s efforts
only.

13. REQUIREMENTS TO HARDWARE ACCOMMODATED IN THE OPERATOR’S DATA
CENTRE
The Subscriber's Hardware shall be subject to expert examination by an Operator’s technical
representative, who may require its replacement or modification, if appropriate.
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The Subscriber’'s Server Hardware shall be enclosed and prepared for accommodation in a 19"
server rack or cabinet. 1 Unit (1U) shall be equal to H 45 mm, W 475 mm (19"). Depth shall not
exceed 700 mm, weight of 1U hardware shall not exceed 20 kg.

The Subscriber shall provide the Operator with all standard accessories necessary for
accommodation of the Hardware in a rack, such as 760 mm skids, power cables or power adapters
for EU socket, F type (Schuko), as per CEE 7/4, 7/7, 7/16, 7/17, if a hardware connector is other
than C14 under the IEC, and other accessories for rack mounting of hardware.

Any Server Hardware in non-commercial enclosures and any heavily dusted Hardware will not be
accepted for accommodation. The Hardware accommodated by the Subscriber shall meet technical
requirements and requirements to electrical safety, as applicable to hardware accommodated at
communications nodes, and be accompanied by conformance certificates issued by the Russian
Gosstandard.

Power consumed by each Hardware unit shall not exceed Two thousand (2,000) Watts. If the
Subscriber’s hardware consumes more power, the Operator may power off such hardware.

The Hardware shall provide for its connection to an Ethernet router via a copper twisted pair (RJ45
connector). In case of any alternative connectivity options, all interface converters shall be provided
by the Subscriber.

The Subscriber shall perform the actions specified by the Operator's data centre technical
personnel to configure Hardware network interfaces.

The correct performance (not more than 1% loss of all IP packages) of Ethernet router ports is
guaranteed at peak load not exceeding 70% of the installed port capacity. No data transmission
errors shall be registered at the router port rented by the Subscriber after its connection. High level
of errors (more than 10% of all IP packages) at the router port shall constitute the basis for
suspension of the Services.

14. ACCESS TO HARDWARE AND SUBSCRIBER VISITS OF DATA CENTRE

The Subscriber may have its Hardware accommodated under the Contract in the Operator’s data

centre undergo routine or other operations.

The operations mentioned in clause 14 hereof may be conducted by the Subscriber’s technical

specialists having knowledge adequate for unassisted (by the Operator’s personnel) performance of

the required operations.

The Subscriber may have physical access to the Hardware accommodated under the Contract in

the Operator’s data centre during business days from 9:00 to 18:00, subject to at least a twenty-four

(24) hours prior request and total time not exceeding Ten (10) hours per month. Business days

shall mean calendar days of a year, other than weekends (Saturday, Sunday) and public holidays

(subject to any weekends and public holidays carried over according to the applicable Russian laws

and Ordinances of the Russian Government).

The Subscriber may have urgent access (at any time without limitations) to the Hardware

accommodated under the Contract in the Operator’'s data centre subject to at least a 30 minutes

prior notice to be given before the Subscriber’s arrival and a separate fee to be paid by the

Subscriber.

Access to the Hardware may be provided to not more than two representatives of the same

Subscriber at a time. The Subscriber’'s access may be limited

e where the date of its visit of the Operator’s data centre falls on a weekend (public holiday);

e where any of the circumstances specified in clause 8 of the Contract occur;

e where routine scheduled maintenance is conducted and/or emergency occurred in the
Operator’s data centre;

e where a Subscriber's representative has no power of attorney from the Subscriber to do
operations with the Hardware.

The duration of Subscriber's operations in the Operator's data centre shall not exceed three

consecutive hours. If the time required for completion of operations is exceeded, the Subscriber

shall pay for additional time subject to charge rates.

The Subscriber is permitted to do the following in the Operator’s data centre:

e make operations with its own Hardware only without interfering with operation of surrounding
equipment;

e accommodate the Hardware in a rack; do switching, by efforts of a duty engineer;

e receive technical advice from Colocation service specialists of the Technical Support Service in
case of any difficulties with customization of the Hardware;

e customize and repair its Hardware in a dedicated place only, as will be designated by the
Operator in its data centre.

The Subscriber is not allowed to do the following in the Operator’s data centre:

e make any connection to equipment not owned by the Subscriber;
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e change Hardware switching;

e enable or disable any data centre utility equipment;

e smoke and be under the influence of alcohol.

Subject to agreement with the Operator, the Operator may provide the Subscriber with console
access to the Hardware without the need to uninstall the Hardware (rental of a KVM-over-IP
switch).

15. HARDWARE AND SERVICES STATUS MONITORING SERVICE
The monitoring service means regular testing of accessibility of hardware and services
accommodated in the Operator’s data centre only.
The hardware and services to be monitored shall be specified in a Subscriber's request. The
following services can be monitored: FTP, HTTP, HTTPS, SSH, POP3, SMTP, IMAP, DNS,
MySQL, PING, TCP, UDP. The Operator shall provide the Subscriber with an IP address of the
server from which testing will be run, and issue additional instructions to the Subscriber regarding
customization of services for their testing. If such instructions are not fulfilled, monitoring will be
suspended.
The Operator shall inform the Subscriber of any critical changes in hardware and/or service status
on a 24/7 basis by sending an SMS to a mobile phone or by sending an e-mail message to the
Subscriber, as prescribed by these Terms of Services.
An SMS is sent only upon confirmation by the Subscriber of its mobile phone number. This
confirmation shall be done by sending a test SMS to the Subscriber’s designated mobile phone
number with a unique identification code. If the Subscriber fails to communicate to the Operator the
identification number specified in the message or communicates its incorrectly, the SMS notification
service will not be provided. Sending will be done to one mobile phone number only.
The Subscriber may refuse from receiving of e-mail or SMS notifications at any time. For this
purpose, it shall inform the Operator to such effect via the technical support service. The Operator
will disable the notification function within 24 hours during normal business. The resources will be
monitored at the main IP address assigned to the Subscriber by the Operator only.
The hardware status will be tested by regular sending of an ICMP message to the Subscriber’s
hardware at 5-minute intervals and, if status has changed, at one-minute intervals. Hardware status
change after 10 test attempts shall mean the discovery of a problem, unless the hardware has any
tested services. If the hardware has any tested services, such services shall be tested. A notice
shall be sent in case of hardware status change for “on”, “unavailable”, “back up and running”. The
repeated testing shall occur each 120 minutes. The Operator may disable repeated sending of
messages, if information about the problem has been communicated to the user by any other
communication means.
Status of services shall be tested regularly. In case of normal status, service is tested each 10
minutes, upon any change in service status - each 2 minutes. Service status change after two
testing attempts shall mean the discovery of a service problem. If all services of the designated
hardware are recognized problematic, the hardware shall be tested.
A notice shall be sent in case of service status change for “warning”, “unknown status”, “critical
error”’, “back up and running”. The repeated sending shall occur each 60 minutes. The Operator
may disable repeated sending of messages, if information about the problem has been
communicated to the user by any other communication means.
The monitoring system history contains records of 21 most recent changes in status of hardware
and services in order to detect any blinking (regular change of status). If hardware or service
blinking is detected, sending of messages shall be temporary suspended. Sending of messages
shall be resumed, if blinking disappears after analysis of the latest changes.
Messages are sent on a 24/7 basis. The Operator does not warrant that SMS messages will reach
the Subscriber, since this procedure is beyond the Operator’'s control. The Operator shall not be
responsible for any monitoring system actuation resulted from technical or routine operations,
suspension of services under a contract and any other actions of the Operator and third parties
under the Contract and the Terms of Services.
The Operator may disable the monitoring service upon the following:
e Hardware or Service status blinking is detected;
e sending of more than 20 SMS per hour;
e the hardware or a service is in problem detection status for a long time (more than 4 days).

16. RENTAL OF MICROSOFT SOFTWARE.
The service of rental of Microsoft software (the “Service”) is the provision of remote access to
computer software (the “Product”) of Microsoft Ireland Operations Limited (“Proprietor”) subject to a
monthly fee.
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Microsoft software is provided by the Operator under a license agreement with Microsoft SPLA,
which authorizes to use such software for commercial purposes.

Nothing in the Contract or the Terms of Services does or may constitute the transfer of exclusive
intellectual property rights of the Proprietor and/or the Operator.

By request of the Proprietor and/or the Operator, the Subscriber shall take measures necessary to
cancel any transfer of rights effected in violation of the proprietor’s (Microsoft) requirements.

The software rented by the Subscriber from the Operator may be installed on the Operator’s
hardware rented by the Subscriber only.

The Subscriber must not remove, alter or conceal any copyright notices, trademarks or other
notices of proprietary rights, as contained in the Proprietor’s Products;

The Subscriber must not reverse engineer, decompile and disassemble Proprietor's Products,
unless otherwise expressly provided by the applicable Russian laws.

The Subscriber assumes and agrees that neither the Operator, nor the Proprietor, not its affiliates
shall be liable and indemnify for any loss resulting from use of Services;

The Proprietor and its affiliates do not provide technical support in respect of provision of Services;
The Subscriber consents to disclosure of information relating to the Operator about its name and
details in respect of corporate End Users or personal data in respect of individual End Users to the
Proprietor and its affiliates.

The Subscriber confirms and agrees that the Proprietor's Products are not fault tolerant. The
Proprietor’'s Products are not intended for use when a failure of such Proprietor's Product can cause
death or serious injury to any person, or serious physical damage or harm to environment
(“hazardous use”). The Subscriber is not granted with the right to use the Proprietor’s Products for
purposes or in connection with hazardous use, including, but not limited to, for application in
aviation or other public transport systems, nuclear power stations or chemical plants, medical
devices;

The Services are provided to the Subscriber subject to the limitations stipulated in Exhibit 1 to these
Terms of Services and the Proprietor's SPUR (Service Provider Use Rights) available at the
Proprietor’'s official website at
http://www.microsoftvolumelicensing.com/userights/DocumentSearch.aspx?Mode=3&DocumentTyp
eld=2.

For purposes of obtaining the Services, the Subscriber shall provide the Operator within Two (2)
business days following the order of a Service with remote access to Subscriber's hardware and/or
software, as required for entering of registration details, which are used when the Subscriber
receives Services under these Terms of Services.

The Operator shall provide the Subscriber with remote access to the Proprietor's Products within
Two (2) business days following the delivery of Services. If the Subscriber fails to perform when due
the obligations under clause 16.13. of the Terms of Services, the period for delivery of Services
shall be shifted on a pro rata basis without any penalties and/or other limitations on the Operator.
The billing period for purposes of the Service fee shall be a calendar month (since 00:01 of the 1st
day of the month until 23:59 of the last day of the month).

The Service fee and cost shall be payable for the entire month when paying for the calendar month
in which actual use of the respective Services commenced and for the calendar month in which
their actual use terminated.

The Subscriber shall promptly provide the Operator and/or an independent auditor with any
information which the latter may reasonably request for purposes of inspection of compliance with
terms of licensing, including access to all servers on which Proprietor’'s software is running and to
which the Subscriber is provided with remote access.

If any illegal use of Proprietor’s software is found by any inspection of compliance with these Terms
of Services, the Subscriber shall pay 125% of the price per each unpaid license (access to
software) at the Operator’s rates applicable by the time when such unauthorized use is found. Until
the Subscriber provides reasonable proof of other scope and time, the Operator may consider the
software not included in the list of services provided to the Subscriber in the Billing Period of use of
Proprietor’s software has been being in place since the execution of the Contract.

If the Subscriber is provided with Services at the hardware to which the Operator has no
administrative access rights, the Subscriber shall be liable for any illegal use of software and other
violations of licensing regulations at such hardware.

The Subscriber shall be liable for any violation of licensing regulations, including for any improper
exercising of the license migration right in respect of Software Assurance.

The Subscriber is aware of the list of software which licenses may be migrated via Software
Assurance, and software for which no such right is available (e.g. Windows Server and Office).

The Subscriber shall inform the Operator of the intention to allocate any Proprietor’s software using
the right to migrate licenses for Software Assurance and submit the License Mobility Verification
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Form within Ten (10) calendar days following such allocation, and shall give a written notice to the
Operator (by a simple letter or e-mail) of a permit obtained from the Proprietor under such License
Mobility Verification Form.

The Operator may inform the Proprietor of any violations of licensing terms by the Subscriber or an
end user.

17. “REMOTE HANDS” SERVICE AND STORAGE OF SPARE PARTS KIT
The Subscriber by agreement with the Operator may store on the Operator’s technical site the
Spare Parts Kit for the Subscriber’'s hardware accommodated under this Contract and the Terms of
Services.
This service is free of charge and is delivered if technically available.
The Subscriber may at any time pick up, replace, use the stored equipment.
The Operator may require the Subscriber to reduce the scope of the stored Spare Parts Kit on a
temporary or permanent basis, and the Subscriber in such case shall perform such request within
Ten (10) business days.
The Subscriber shall by own efforts monitor the scope, quantity and range of components of the
Spare Parts Kit stored by the Operator.
The Subscriber may request inventory taking of the Spare Parts Kit stored by the Subscriber, but
not more than once per week.
The Operator warrants that no third parties have access to the stored Spare Parts Kit.
If the Contract is terminated, or the Services are suspended, the Subscriber shall pick up the stored
Spare Parts Kit within one calendar month following the termination of the Contract or suspension
of the Services. If the Subscriber upon expiry of such time fails to pick up the stored Spare Parts
Kit, the Operator may dispose of or use at its discretion the same without any reimbursement to the
Subscriber.
The Subscriber may use third party services of delivery of the Spare Parts Kit to the Operator for its
storage or replacement. In such case, the Operator will accept nominally the same by quantity, but
not by any other properties, and will not be a party responsible for the transfer or storage of the
Spare Parts Kit, and will not sign any acceptance documents. The responsibility for management of
the delivery of the Spare Parts Kit to the Operator shall rest with the Subscriber.
The Operator, by a subscriber's request and subject to availability and instructions from the
Subscriber, and at the Subscriber’'s expense, will pack and send the replaced components of the
Spare Parts Kit to the address specified by the Subscriber. All packing and sending costs in this
respect shall be borne by the Subscriber.
The Operator may by a Subscriber’s request transfer the Spare Parts Kit to third parties.
The Subscriber may request physical actions (“Actions”) with Subscriber's hardware by efforts of
the Operator’'s Technical Support in order to recover the same after a failure, modernization or
reconfiguration of assemblies, components and units of the Subscriber’'s hardware, provided that
the Operator has the respective Subscriber’s Spare Parts Kit.
The Actions set out in clause 17.12. are conditioned upon:
o availability of Subscriber’s active services;
e the Subscriber's nominal agreement that the results of the Actions may differ from those
expected due to specifics of the Actions;
o the appropriate skills and experience of the Operator's personnel on duty, and detailed
instructions provided by the Subscriber;
¢ no other Actions scheduled for performance at the Operator’s technical site and no continuing
(active) emergency situations;
e the Subscriber’s physical impossibility to do the Actions by own efforts within reasonable time;
¢ the subscriber has no arrears with payment for the Operator’s services.
Total duration of the Actions shall not exceed 1 hour of uninterrupted work. Otherwise, the task
shall be divided by the Subscriber into smaller Actions.
The Subscriber may schedule the date and time of the Actions within the accuracy of 5 minutes (the
“Scheduled Actions”). Start time of the Actions shall be specified according to the Moscow Time.
Before proceeding to the Scheduled Actions, the Operator shall test the prompt connection link with
the Subscriber. In case of failure, the Operator will cancel the Actions.
The Operator shall inform nominally the Subscriber of successful or unsuccessful completion of the
Actions upon their completion only.
The Operator using all its skills and abilities shall do the Actions subject to maintenance of integrity
of the Subscriber’s Spare Parts Kit and the hardware, but it will not be liable for any damage thereto
in course of the Actions.
If any specifics are found in course of the Actions and cause the Operator to terminate the Actions
until the result is achieved, the Operator shall promptly inform the Subscriber of such specifics, and
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17.19.

17.20.

17.21.

18.1.

18.2.

the latter, in its turn, shall make changes to instructions for such Actions and/or schedule new
deadlines for such Actions.

If the Subscriber has no any parts, assemblies or units within the Spare Parts Kit required to
complete the Actions, the Subscriber may request the Operator's Spare Parts Kit for use. If the
Operator has physical possibility to provide the Subscriber with the respective required components
of the Spare Parts Kit, the Subscriber shall pay for the time of their use to the Operator or otherwise
compensate for their cost.

Under no circumstances the Operator will fulfil any Subscriber’s requests which are explicitly aimed
at physical destruction of data, damage to the Spare Parts Kit or Hardware of the Subscriber.

Upon completion of the actions, the Operator shall keep the replaced Hardware as part of the
Subscriber's Spare Parts Kit with the respective note of date and time, place of replacement, other
information provided to the Operator by the Subscriber, and the Subscriber shall pick up the
demounted hardware within 1 calendar month after replacement.

18. ADDITIONAL TERMS
The Operator may unilaterally change all limitations and rules specified in these Terms of Services
in order to improve the system generally and improve the Services provided under the Contract.
Any Operator’s omission in case the Subscriber or its users breach the Contract, these Operator’s
Terms of Services and/or the applicable laws shall not constitute the Operator’s waiver of taking
respective actions to protect its interest in future or the Operator’s waiver of its rights in case of any
similar breaches in future.
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Exhibit 1
to Terms of Services to Schedule 1
to the Data Centre Service Contract

END USER LICENSE TERMS
TERMS AND CONDITIONS REGARDING USE OF MICROSOFT SOFTWARE

This document governs the use of Microsoft software, which may include associated media, printed
materials, and “online” or electronic documentation (individually and collectively, “Products”) provided by
LLC "System service" (hereinafter referred to as “Customer”). Customer does not own the Products and the
use thereof is subject to certain rights and limitations of which Customer must inform you. Your right to use
the Products is subject to the terms of your agreement with Customer, and to your understanding of,
compliance with, and consent to the following terms and conditions, which Customer does not have
authority to vary, alter, or amend.

1. DEFINITIONS.
“Client Software” means software that allows a Device to access or utilize the services or functionality
provided by the Server Software.
“Device” means each of a computer, workstation, terminal, handheld PC, pager, telephone, personal digital
assistant, “smart phone,” server or other electronic device. “Server Software” means software that provides
services or functionality on a computer acting as a server.
“Software Documentation” means any end user document included with server software.
“Redistribution Software” means the software described in Paragraph 4 (“Use of Redistribution Software”)
below.

2. OWNERSHIP OF PRODUCTS.

The Products are licensed to Customer from an affiliate of the Microsoft Corporation (collectively
“Microsoft”). All title and intellectual property rights in and to the Products (and the constituent elements
thereof, including but not limited to any images, photographs, animations, video, audio, music, text and
“applets” incorporated into the Products) are owned by Microsoft or its suppliers. The Products are
protected by copyright laws and international copyright treaties, as well as other intellectual property laws
and treaties. Your possession, access, or use of the Products does not transfer any ownership of the
Products or any intellectual property rights to you.

3. USE OF CLIENT SOFTWARE.
You may use the Client Software installed on your Devices by Customer only in accordance with the
instructions, and only in connection with the services, provided to you by Customer. The terms of this
document permanently and irrevocably supersede the terms of any Microsoft End User License Agreement
that may be presented in electronic form during your use of the Client Software.

4. USE OF REDISTRIBUTION SOFTWARE.
In connection with the services provided to you by Customer, you may have access to certain “sample,”
“redistributable” and/or software development (“SDK”) software code and tools (individually and collectively
“Redistribution Software”).
YOU MAY NOT USE, MODIFY, COPY, AND/OR DISTRIBUTE ANY REDISTRIBUTION SOFTWARE
UNLESS YOU EXPRESSLY AGREE TO AND COMPLY WITH CERTAIN ADDITIONAL TERMS
CONTAINED IN THE SERVICES PROVIDER USE RIGHTS (“SPUR”) APPLICABLE TO CUSTOMER,
WHICH TERMS MUST BE PROVIDED TO YOU BY CUSTOMER.
Microsoft does not permit you to use any Redistribution Software unless you expressly agree to and comply
with such additional terms, as provided to you by Customer.

5. COPIES.

You may not make any copies of the Products; provided, however, that you may (a) make one copy of
Client Software on your Device as expressly authorized by Customer; and (b) you may make copies of
certain Redistribution Software in accordance with Paragraph 4 (Use of Redistribution Software). You must
erase or destroy all such Client Software and/or Redistribution Software upon termination or cancellation of
your agreement with Customer, upon notice from Customer or upon transfer of your Device to another
person or entity, whichever occurs first. You may not copy any printed materials accompanying the
Products.

6. LIMITATIONS ON REVERSE ENGINEERING, DECOMPILATION AND DISASSEMBLY.
You may not reverse engineer, decompile, or disassemble the Products, except and only to the extent that
applicable law, notwithstanding this limitation, expressly permits such activity.
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7. NO RENTAL.
You may not rent, lease, lend, pledge, or directly or indirectly transfer or distribute the Products to any third
party, and may not permit any third party to have access to and/or use the functionality of the Products
except for the sole purpose of accessing the functionality of the Products in the form of software services in
accordance with the terms of this agreement and any agreement between you and Customer.

8. TERMINATION.
Without prejudice to any other rights, Customer may terminate your rights to use the Products if you fail to
comply with these terms and conditions. In the event of termination or cancellation of your agreement with
Customer or Customer’s agreement with Microsoft under which the Products are licensed, you must stop
using and/or accessing the Products, and destroy all copies of the Products and all of their component
parts.

9. NO WARRANTIES, LIABILITIES OR REMEDIES BY MICROSOFT.
ANY WARRANTIES, LIABILITY FOR DAMAGES AND REMEDIES, IF ANY, ARE PROVIDED SOLELY BY
CUSTOMER AND NOT BY MICROSOFT, ITS AFFILIATES OR SUBSIDIARIES.

10. PRODUCT SUPPORT.
Any support for the Products is provided to you by Customer and is not provided by Microsoft, its affiliates
or subsidiaries.

11. NOT FAULT TOLERANT.
THE PRODUCTS MAY CONTAIN TECHNOLOGY THAT IS NOT FAULT TOLERANT AND ARE NOT
DESIGNED, MANUFACTURED, OR INTENDED FOR USE IN ENVIRONMENTS OR APPLICATIONS IN
WHICH THE FAILURE OF THE PRODUCTS COULD LEAD TO DEATH, PERSONAL INJURY, OR
SEVERE PHYSICAL, PROPERTY OR ENVIRONMENTAL DAMAGE.

12. EXPORT RESTRICTIONS.
The Products are subject to U.S. export jurisdiction. Customer must comply with all applicable laws
including the U.S. Export Administration Regulations, the International Traffic in Arms Regulations, as well
as end-user, end-use and destination restrictions issued by U.S. and other governments. For additional
information, see http://www.microsoft.com/exporting/.

13. LIABILITY FOR BREACH.

In addition to any liability you may have to Customer, you agree that you will also be legally responsible
directly to Microsoft for any breach of these terms and conditions.
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